—. KerberosZ3t
1. kerberos PRZEEiH
hpt2{fEAETR=:

yum install krbb—server krbb-libs krb5—auth—-dialog krbb-workstation

{E8t/etc/krb5.conf

[logging]
default = FILE:/var/log/krb5libs. log
kde = FILE:/var/log/krbbkde. log
admin_server = FILE:/var/log/kadmind. log

[libdefaults]
default realm = master
dns lookup realm = false
dns_lookup kdc = false
ticket lifetime = 24h
renew lifetime = 7d
forwardable = true

renewable = true

[realms]
master = {
kde = hpt2

admin server = hpt2

[domain realm]
hptl
hpt2

master

master

hpt3 = master

(Eg8t/var/kerberos/krb5kdc/kdc.conf
[kdcdefaults]



kdc ports = 88
kdec tcp ports = 88

[realms]
master = {

#master key type = aes2b6-cts
acl file = /var/kerberos/krbbkdc/kadm5. acl
dict file = /usr/share/dict/words
max_renewable life = 7d
max life = 1d
admin keytab = /var/kerberos/krb5kdc/kadm5. keytab
supported enctypes = aes2bb6-cts:normal aesl28-cts:normal des3—hmac—

shal :normal arcfour—hmac:normal des—hmac—shal:normal des—cbc—md5:normal

des—cbc—crc:normal

}

(Eg&/var/kerberos/krb5kdc/kadm5.acl

*/admin@master  *

PAE=ANt e BT, RE#E N rbS . confRIERF-hE i 28 _FRIAT,
scp krbb. conf hptl:/etc/
scp krbb. conf hpt3:/etc/

2. kerberosZE ik
hpt1, hpt2{EAE iR

yum install krbb—workstation krb5-1ibs krbb—auth—-dialog

3. XFAES-256/I1%%

oracle’® W N #kjce_policy-8.zip, fift)E, ¥flocal policy.jar. US_export_policy.jar#% Il 5|
SJAVA_HOME/jre/lib/security H 3¢ T~

4, BUEREIRREE
7E hpt2 LI T ¥Iiste e FEdn 2. A -r 8@ X realm, HJ4G% 15123456



$ kdbb util create —r master -s

I Loading random data 5 55 FFANZumPHAT A THFECPU R A7 2 Ul cat /dev/sda >
/dev/urandom A] DINIRBENLECKEE . 1% 2 & 1E /var/kerberos/krb5kdc/ H =% T 1) &
principal 24 /% .

R BB E A AR N, AIBAE /var/kerberos/krb5kde/  H3& R principal
FRIAE ST MR 4. BRI 23 22 44 #8872 principal. AT LUMEH] -d 45 € Bl FE 44 7

5. BEhiRSS
fEhpt2 FIZ47 W F a4
$ chkconfig —level 35 krbbkdc on $ chkconfig —level 35 kadmin on $ service

krbbkde start $ service kadmin start

6. Bl kerberos B R
KT kerberos MR, 7 LA# F kadmin.local B kadmin, Z-F M, BT K - Fvs
[ A PR -
WERA VI kde RS54 root BUPR, {HZAH kerberos admin K, i ] kadmin.local
IMFBAVI kde M1 root AR, {HiEH] kerberos admin )™, {#H] kadmin
f£ hpt2 b EIETC iR E HE R
FEKDC server ¥ AL F, Gl&—14 N [hadoopl) iprincipal, ¥ H 24 A [hadoopl -
PHAT A 2>
[root@hpt2 /]# kadmin. local
Authenticating as principal root/admin@master with password.

kadmin. local: addprinc —pw hadoop hadoop/admin@master

Hid i fTkadmin. local H ilistprincsty & 1] LA RIG)E T — N4 N
[hadoop/admin@master] FJprincipal:

kadmin. local: listprincs

K/M@master

hadoop/admin@master

kadmin/admin@master

kadmin/changepw@master

kadmin/hpt2@master

krbtgt/master@master



mailto:master@master

principal B4 T 5877 /&admin, 54 Zprincipal 5t {1 /5 administrative privileges
X AN 5K 24 CDH A SR A= B oAt P / AR 25 B prrincipal

ERFVEM R WERAAEARNLE, ATLUBA T kadmin.local EiEE 5. HE LRSI, JefdiH
kinitiF 47 5610

[root@hpt2 appl# kadmin. local
Authenticating as principal root/admin@master with password.

kadmin. local:

[root@hpt3 upgrade]# kinit hadoop/admin
Password for ﬁadoop!admin@master:

[root@hpt3 upgradel]# kadmin
Authenticating as principal hadoop/admin@master with password.
EaESynrd for ﬁadoopfadmin@ma&ter:

admin:

7. izt kerberos
# & principals $ kadmin: list_principals

# USIN—/NHTH) principal kadmin: addprinc userl WARNING: no policy specified for
userl @JAVACHEN.COM,; defaulting to no policy Enter password for principal
"userl @JAVACHEN.COM": Re-enter password for principal "userl1@JAVACHEN.COM": Principal

"userl@JAVACHEN.COM" created.

# MIB% principal kadmin: delprinc userl Are you sure you want to delete the principal
"userl@JAVACHEN.COM"? (yes/no): yes Principal "userl@JAVACHEN.COM" deleted. Make

sure that you have removed this principal from all ACLs before reusing. kadmin: exit

# %l HiKerberosH i AT A AUE ', Elprincipals kadmin.local -q "list_principals" # ¥ I E
J, TR N5 kadmin.local -q "addprinc userl" # {3 FHiZH U E S, KBS MAIE, T
BTN EERY Kinit userl # A 41T P BIWIE(S Bticket klist # 5 Hticket kinit -R # 44554 AT
ticket kdestroy # il A iEH ' kadmin.local -q "delprinc user1"



8. CDH/gHKerberos

TECMI FL1H b 57 J5 F Kerberos, i FH B 75 B2 A LSS5

1. KDC L2 23t IF HAEfEIE AT

2. ¥4KDCHC B 4 T ¥Frenewable tickets with non-zerolifetime

— JEZ HiMEMkde.conf S EL 2845 N T kde_tep_ports. max_lifefllmax_renewable_lifeiX
A=A

3. fECloudera Manager Server I %% openldap-clients

4. HCloudera Managerfl| i — principal, i H GEMEE AR EKDCH G & HAR ¥ principals,
se L1 G i Kerberos & ¥ B IK 5

Wi 58 ¥ 25 riddicontinue, BEANT—IUHFATHCE, ZEERZ: XHP [Kerberos
Encryption Types] WAZIFRKDCSE i S F7 N 2R AUULAE (Rlkde.confH (4B

XEAH T B aes256-cts

FE, XBEHK [Kerberos Encryption Typesl] 2AZifl/etc/krb5.confs [
default_tgs_enctypes. default_tkt_enctypesFlpermitted_enctypes =>i% I FKI{E ¥ B A2 3K
AR IR IR 55 oI IE @S H 5 100 !

BHEIEHE: javax. security. auth. login. LoginException: No supported encryption
types listed in default tkt enctypes

miificontinue, AN F—T, X—HH I LIAAIE [Manage krb5.conf through Cloudera
Manager ]

VERL, WnRVAE T XA U AT L@ i CM A 2 S SR B krb5.conf, {H R SRR ERAE TR
RIABRENRTFEFIBBZ I E D

Aiicontinue, #EANF—T, %iACloudera Manager Principal )& 1 7 K 5 FI50, VB
NI S By i 22 5 FH @ 2 & FK, xiaohei/admin

mificontinue, FEANT—T1, 5 AKDC Account Manager Credentials

mificontinue, #ANF—T0, restart clusterf Henable Kerberos
ZJECMe BB HE B ERIRSS, BaZ a2 aénKerberost i H

XA FE P ONZ H Bl £EKerberos HEHE 2 H 81 &S5 mi v & ANIK 750 B2 principle

A PM#FEH kadmin. local —q “list principals”®&H&, , KRN
username/hostname@XTAOHET. INFO, f§]1hdfs/hadoop—10-0-8-124@XTAOHET. INFO

TECM_IJ5 FKerberos i 2, CM< H a0 LA TR 1 -


http://blog.csdn.net/qq1010885678/article/details/XIAOHEI.INFO
http://blog.csdn.net/qq1010885678/article/details/XIAOHEI.INFO

LR 2 /DA R AR # A O AN principal
2. NEASKT R B principal 81 & keytab

3. H 2 keytab U H 45 7 B R

4. LERFA IS5 B BE B RN KKerberos B it &

Hrhfi#EZookeeper iR %% T 5 B Hjaas.confflkeytab XX /- #84 E 1% & IR B, R A 1
RFNEH T Zookeeper I iR S5, ZHHIRIX BN SO R BE A2 A0 4 25 IE e 1%

keytab#& 1l & principalsAl 1% principal key ) S04

keytab 3CAFX TR host & ME— 1], K key £l ¥ hostname

keytab SCAFH T AN 2N LA AR 2ESCA TS, 5L Flkerberos EEGHIE—AN 4L E )
principal

JA FH 22 J U5 TR SRR B T B AT i A AR . R = RV 1R, 5 ikl i Kerberos Y

authenticatin

9, IEEHDFSBHKAF
I L3 FH OMAE B principal Vg MJHDFS S 2RI, - BRI 9 IR L 5 Bh A= L principal B 25 4 2 B L
(1, FHPFEAIE, T8I ey 447 875 205 H HDFS iy 2256 kinit R 8 5k 3R i ticket
FrbAffi fkinit hdfs/hptl@master 75 B4 N %05 1T I TG vk 4k 4k
F P LUE A1) 8 — 4 hdf s@master i principal 10 4% 2559 Mg 417 HH 17 [f HDFS

# FTEENPIEZM kadmin. local —q “addprinc hdfs”
Sl H

kinit hdfs@master
32 fa hnT LA YUIE 395 [ HDFS
ERiNhdfsH P& H P

10. B2 BRI principal

MEER I TKerberos )G, B —1"Hadoop user# 21 — 1 principal 5% keytab K 3k B Kerberos
credentials

CEPASE Yt e J 2B i i ke y tab %61 Y 75 20

XFEA BEVT IR e R I F8 FHadoop il 55

Wt g, aniRHadoopEREAFE— AN 44 hdfs@XTAOHEL. INFOffjprincipal

HEAAEETE A — AT j B NAZAFAE — A4 Ahd s P Linux H 7

[F]Is;, ZEHDFSH ) H 55 /user ZAFAEFA N I 7 B (Bl /user/hdfs) , H.i% H 3k fownerfil
group#REL JEhdfs



mailto:hdfs@master
http://blog.csdn.net/qq1010885678/article/details/XIAOHEI.INFO
http://lib.csdn.net/base/linux

2, £H RS EE A T KerberosHZ 2 AiE

11, fRIAHDFSTILAES (SR

BRBFE—ATEE, UlEhdfsH P, 285 Hkinit K3k credentials
BAEH” hadoop dfs —1s /7 RIZAE IE ¥ &5
Ffkdestroy4®credentials/5, F{# fhadoop dfs -Is /2 &K IR 4

12, #@ARJLAEEIR3EMapReduce job

R hdfsHER S, 8 —PHERF, R AEIEH RS HMIhizlT, Wt YiKerberized
Hadoop cluster?E 1E % TAF

hadoop jar /opt/cloudera/parcels/CDH-5.7.0-1. cdh5. 7. 0. p0. 45/ jars/hadoop—
examples. jar pi 10 1000

13. “pkkeytab
TEKDCTH /&, A2 ST keytab
kadmin. local —-q “xst -k hpt.keytab hpt ”

wEEE ZAH P keytab
kadmin. local —q “xst -k hpt. keytab hpt hdfs”

‘w~keytab S AR
klist —ket hpt. keytab
kinit -kt hpt. keytab hpt

14, beelinei®E#hive, impala
hive: beeline -u
'Jdbc:hive2://hpt3:10000/default;principal=hive/hpt3@master’

impala:

IEE R

1. hdfsF P #i221EiZ4T YARN container



16/10/28 14:42:40 INFO mapreduce. Job: Job job 1477622828980 0003 failed with

state FAILED due to: Application application 1477622828980 0003 failed 2 times

due to AM Container for appattempt 1477622828980 0003 000002 exited with
exitCode: —1000

For more detailed output, check application tracking

page:http://hptl:8088/proxy/application 1477622828980 0003/Then, click on links

to logs of each attempt.

Diagnostics: Application application 1477622828980 0003 initialization failed

(exitCode=255) with output: main : command provided 0

main : run as user is hdfs

main : requested yarn user is hdfs

Requested user hdfs is banned

JREA
yvarn ) & HoErhdfs H P28 1
R TTIE

BkClouder & TIXANMZIN % E, Yarn->[C &->banned.users KihdfsH F #5

2. hue %z 1Tsqoop il 4~

32446 [uber—-SubtaskRunner] INFO org. apache. sqoop. hive. HiveImport - Loading
uploaded data into Hive Heart beat Intercepting System. exit(l) <<< Invocation of
Main class completed <<< Failing Oozie Launcher, Main class

lorg. apache. oozie. action. hadoop. SqoopMain], exit code [1] Oozie Launcher failed,
finishing Hadoop job gracefully Oozie Launcher, uploading action data to HDFS
sequence file: hdfs://nsl/user/yarn/oozie—00z1i/0000048-161102180608221-00zie—

00z1-W/sqoop—9e83——sqoop/action—data. seq Oozie Launcher ends

AR TT 15
fEworkflow sqoopZH A i) 2] ik heat

—. LDAP#Z %
1. ZZ%openldap
fEhpt2 223

$ yum install -y db4 db4-utils db4-devel cyrus—sasl* krbb5-server—1ldap

$ yum install -y openldap openldap—servers openldap—-clients openldap—devel



B SCAFEE S slapd IR E SRR SCHF, B openldap-servers H 7 [ example 5 il
FUFHN H 5%

cp /usr/share/openldap—servers/slapd. conf. obsolete /etc/openldap/slapd. conf

cp /usr/share/openldap—servers/DB CONFIG. example /var/1ib/ldap/DB CONFIG

2. LDAP fIR %5 ifc &
i i slappasswd@#ELDAPE P M &MY, XN NS HEKREINE AN E, &17Tslappasswd
SRR R RS, IR B — RS, BTN XA
root@vm ~]# slappasswd

New password:

Re—enter new password:

{SSHA} wbUwoQkhy5871pE7KVvkGWOK JFr30,/T

gm%e vi /etc/openldap/slapd. conf, #£ZF|”database bdb“, %8 H O\ 7SR5 SR I :
suffix “dc=my—domain, dc=com” rootdn ”“cn=admin, dc=my-domain, dc=com” //EF AN
admin rootpw {SSHA}wbUwoQkhy5871pE7KVvfkGWOKIFr30/T //& I [F1 & FR 03 %508, t37 FF
iD'e

IIN—LH AR E, J£5] N\ kerberos #1 openldap ] schema:
$ cp /usr/share/doc/krb5-server—1dap—1. 10. 3/kerberos. schema
/etc/openldap/schema/

1£/etc/openldap/slapd. conf i

include /etc/openldap/schema/kerberos. schema

chown -R ldap:ldap /etc/openldap chown -R ldap:ldap /var/lib/ldap

e E X EMirror Modetz (FIiE#ERAED
PLEL, 28 EfEhptl EIFFEIAT

fEhpt 1M & -

modulepath /usr/lib/openldap

modulepath /usr/1ib64/openldap

moduleload syncprov. la



# syncrepl directives

overlay syncprov

syncprov—checkpoint 100 10

syncprov-sessionlog 100

serverlD 1

syncrepl r1d=002
provider=ldap://hpt2
bindmethod=simple
binddn="cn=admin, dc=my—domain, de=com”
credentials=baofoo#64
searchbase="dc=my—-domain, dc=com”
schemachecking=on
type=refreshAndPersist
retry="60 +”

mirrormode on

& A hpt 2t &
modulepath /usr/1lib/openldap
modulepath /usr/1ib64/openldap

moduleload syncprov. la

# syncrepl directives

overlay syncprov

syncprov—checkpoint 100 10

syncprov-sessionlog 100

serverID 2

syncrepl rid=002
provider=ldap://hptl
bindmethod=simple
binddn="cn=admin, dc=my—domain, dc=com”
credential s=baofoo#64
searchbase="dc=my—domain, dc=com”
schemachecking=on
type=refreshAndPersist
retry="60 +”



mirrormode on

3+ PRI A R BC B SCAF

rm —rf /etc/openldap/slapd. d/x // MR 5 SCAF service slapd start /] 1 bdb

' slaptest -f /etc/openldap/slapd.conf -F /etc/openldap/slapd.d //E AlHc & SCA4 chown -R

Idap:Idap /etc/openldap/slapd.d

4. EEESSREE R

service slapd restart chkconfig slapd on //WEITHLE G B
2 FIRMNCE NS, openldap serverglELELT [ .

BERE, WIS
[root@hpt2 openldapl# ps aux | grep slapd | grep —v grep

ldap 32724 0.1 0.3 584120 50360 ? Ssl  13:54
/usr/sbin/slapd ~h  ldap:/// ldapi:/// —u ldap
[root@hpt2 openldapl# netstat —tunlp | grep :389
tep 0 0 0.0.0.0:389
0.0.0.0:%
LISTEN 32724/slapd
A LDAPEE R 451 -

ldapsearch —x -H ldap://127.0.0.1 -b ’ dc=my—domain, dc=com’

2R [F] AL -
extended LDIF

LDAPv3

#
#
#
# base <dc=my—-domain, dc=com> with scope subtree
# filter: (objectclass=%)

# requesting: ALL

# search result

search: 2

result: 32 No such object

0:00



# numResponses: 1

5. LDAP F1 Kerberos

N T ffiKerberosHEBS 9 5 F|OpenLDAPR S5 4%, 7 % G — /M B 61 Fl 7 Al —>principal, I
A Fikeytab S A

WA IR YLDAPAR 553247 FH Al (—fNldap) -

kadmin. local —q “addprinc ldapadmin@master” kadmin. local —q “addprinc -randkey
ldap/hpt2@master” kadmin. local —q “ktadd -k /etc/openldap/ldap. keytab
ldap/hpt2@master” chown ldap:ldap /etc/openldap/ldap. keytab && chmod 640
/etc/openldap/ldap. keytab

i FH 1dapadmin A 0t :
kinit ldapadmin

WHORLDAP & BB A _E— P & ) keytab X, 7E/etc/sysconfig/Idap3 JIKRB5_KTNAMERL
H:
export KRB5 KTNAME=/etc/openldap/ldap. keytab

H 5 service slapd restart

6. REFIBRGHI

AiC B 0 (FILDAPHLHE R 25 1), T 20 R L SN BILDAPHLHE . i ZEH
migrationtools¥ & 4 ] 4 A LDAPRE U FIdif SC1F

Sera— A test F PRI P

useradd test echo “pwdpwd” |passwd ——stdin test

Z¥Emigrationtools:

yum install migrationtools

fil Bmigrationtools:

Ym%E/usr/share/migrationtools/migrate common. ph , &7 %4 NIHIMAT:
$DEFAULT MAIL DOMAIN = “my-domain. com”; $DEFAULT BASE = “dc=my-domain, dc=com”;

A SRR LA«



/usr/share/migrationtools/migrate base.pl > /opt/base. 1dif
ER1dif3CA:  Jusr/share/migrationtools/migrate_passwd.pl /etc/passwd >/opt/passwd.ldif
/usr/share/migrationtools/migrate_group.pl /etc/group >/opt/group.ldif

X TR EM AL,

-D <DN> 1 € B H L IDN;

~w <PASSWORD> ERER =g AR

W PEOREA N B HE 5 1) 0

-f <FILE> e ELDIFSC AR % AR

-H <URL> 5 7€ LDAPHR 55 %= I URL(BI 4 AL Idap://localhost/);
LDAPH 3= 22 47 {a] ff B¢

dc: (Domain Component) 1

ObjectClass: X R CAFEIMIXT RIFAAEFLEA R BN, WRIEH OFTFEIEEN RIS
dn: (Distinguished Name)™7 i 26 X #% 4%, %1 4:uid=admin,ou=users,dc=eruipan,dc=com

o: (Organizational) ZHZR

ou: (Organizational Unit)ZH 2R FLfr

cn: (Common Name)iti 44 (4k7K HpersonXf R HIX SR MAHE @M, & TEe )
sn: (surname) 24 (4k7K HpersonXf RN GRUATEENEME, & NUJCiEaIE)
Hopth F5 ZH 2R B 1

mail: FL-FHBLE

userpassword: R

uid: ME—FRIR CAnRAE Huid %6 e

MREFE, e ldiEpasswd. 1diffgroup.ldif AT E % H .

R R BRI 1d i £ N S LDAPHHE 22 -

ldapadd —x -D “cn=admin, dc=my—domain, dc=com” -W —f /opt/base.1dif ldapadd —x -D
”cn=admin, dc=my—domain, de=com” -W —f /opt/passwd. 1dif ldapadd -x -D

”cn=admin, dc=my—-domain, de=com” -W —f /opt/group. 1dif

EUPHRINT) test H:
ldapsearch -LLL -x -D ’cn=admin, dc=my—domain, dc=com’ -W —b ’ dc=my—-domain, dc=com’

" en=develop’



(ET Rk R
ldappasswd —x -D ’cn=admin, dc=my—-domain, dc=com’ -w admin

"uid=hdf's, ou=people, dc=my—domain, de=com” —S

[root@hpt2 opt]# ldapsearch -LLL —-x -D ’cn=admin, dc=my—domain, dc=com’ —w admin -

b ’ de=my—domain, dc=com’ ’cn=test’

dn: uid=test, ou=People, dc=my—domain, dc=com

uid: test

cn: test

objectClass: account

objectClass: posixAccount

objectClass: top

objectClass: shadowAccount

userPassword: : e2NyeXBOfSQ2JHdVUWx jTFFUJHZnVH0o4V0x6bm05eDNTeW1 1WESKUWRISTVMSHp
qeWxLT1pVOVZoeUZzcmb50ON1hSQV1QdDZZUk1iW1dCWUh6YU1YNXV3Q3BWRmdObW5KSUo30EdNalUOv

shadowLastChange: 17113

shadowMin: 0

shadowMax: 99999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: 1002

gidNumber: 1002

homeDirectory: /home/test

dn: cn=test, ou=Group, dc=my—domain, dc=com
objectClass: posixGroup

objectClass: top

cn: test

userPassword:: e2NyeXBOfXg=

gidNumber: 1002

7. LDAPE P imfc B
ZEH A 5 BT

yum install openldap—-clients -y



B4 /etc/openldap/ldap. conf LR/ NECE

BASE dc=my—domain, dc=com URI ldap://hpt2
SRJE . ABAT R T A AR

#IC MR ticket $ kdestroy

[root@hpt2 openldapl# ldapsearch -b ’dc=my-domain, dc=com’
SASL/GSSAPI authentication started
ldap sasl interactive bind s: Local error (-2)
additional info: SASL(-1): generic failure: GSSAPI Error:
Unspecified GSS failure. Minor code may provide more information (Credentials

cache file ’ /tmp/krb5cc 0’ not found)

BRI ticket:

$ kinit ldapadmin $ ldapsearch -b ’dc=my-domain, dc=com’ # A4 T [root@hpt2
openldap]# Idapwhoami

SASL/GSSAPI authentication started

SASL username: ldapadmin@master

SASL SSF: 56

SASL data security layer installed.

dn:uid=ldapadmin, cn=gssapi, cn=auth

BCELDAPE FHl, S&— % HLinuxFH P (JEERE)
1. Z%Idap clienti\ilE 75 2 pam AL
yum install nss—pam—ldapd pam ldap sssd -y

2. e B2 P o ik P e 77 20
[root@hpt3 ~J# authconfig—tui



3. & sssd e B S I = 8 R 5%
vi /etc/sssd/sssd. conf
N lenumerate=true (E[iZ AR L2011, (H2 I L RED)
service sssd restart GRS

4. &4 viletc/nsswitch.conf



; Example:

#passwd: db files nisplus nis
#shadow: db files nisplus nis
#group: db files nisplus nis
passwd: files ldap

shadow: files ldap

group: files ldap

#hosts: db files nisplus nis dns
hosts: files dns

# Example - obey only what nisplus tells us...
#services: nisplus [NOTFOUND=return] files
#networks: nisplus [NOTFOUND=return] files
#protocols: nisplus [NOTFOUND=return] files
#rpc: nisplus [NOTFOUND=return] files
#ethers: nisplus [NOTFOUND=return] files
#netmasks : nisplus [NOTFOUND=return] files

bootparams: nisplus [NOTFOUND=return] files

ethers: files
netmasks: files
networks : files
protocols: files
rpc: files
services: files sss

netgroup: files ldap

publickey: nisplus

I;ggumuunt: files ldap I
Id3>ES .

5. i RGVIESCHE, RIER HIdap RIliE

Yn#e/etc/pam. d/system—authfll/etc/pam.d/password-auth .14, ¥pam_sss.so B XK
pam_ldap.so, FTSEELH Fsuz B ]

53 ) G - vi /etc/pam. d/system—auth

vi /etc/pam. d/password—auth



SE55 | FEUU I Ted PAM_UTH K. 50

ses5570n optional pam_ss5 .50

[root@hpt3 sssd]# wim fetc/pam.d/{system,password}-auth

2 Tiles to edit

FEPAM-1.0

# This file is auto- rated.

# User changes will ﬁ destroyed the next Time authconfig is run.

auth reqgui red pam_env.so

auth sﬁicimt pam_fprintd.so )

auth sufficient pam_unix.so nullok try_first_pass
auth i 2 quiet
auth suffFicient pam_ldap.so use_first_pass

auth B

AcCount reqguired pam_unix.so broken_shadow

ACCount sufficient pam_localuser.so

ACCOUNT sufficient pam_succeed_if.so uid < 500 guiet
account [default=bad success—ok user_unknown=1gnore dap
Account reqguired pam_permit.so

password requisite pam_cracklib.so try_first_pass retry=3 type=
password sufficient 2 T']Juk try_first_pass use_authtok

password sufficient 'I‘s s&_thtuk
password requi red ey S

Session optional pam_keyinit.so revoke
Session reqguired Timits.so

L5500 [success=1 ailt=ignore] pam succeed if.se service in crond guiet use_uid
session requi red
session optional pam_Tldapfso

HJE RS service nsled restart

8. BCE Hive ££FX LDAP

fEhive-site. xmlH I AL N HCHE -

{property>
<{name>hive. server2. authentication</name>
{value>LDAP</value>

{/property>

{property>
<{name>hive. server2. authentication. ldap. url</name>
<value>ldap://hpt2</value>

{/property>

{property>
<name>hive. server2. authentication. 1dap. baseDN</name>
<value>ou=people, dc=my—domain, dc=com</value>

{/property>

BREHiveMYarnfilR 5%, i Abeelineili®:

[root@hpt3 confl# beeline

beeline> !connect jdbc:hive2://hpt3:10000/default
scan complete in 4ms

Connecting to jdbc:hive2://hpt3:10000/default



Enter username for jdbc:hive2://hpt3:10000/default: hdfs
Enter password for jdbc:hive2://hpt3:10000/default: sk
Connected to: Apache Hive (version 1.1.0-cdh5.7.0)
Driver: Hive JDBC (version 1.1.0-cdhb. 7.0)

Transaction isolation: TRANSACTION REPEATABLE READ

0: jdbc:hive2://hpt3:10000/defaul t>

9. ACE Impala ££% LDAP
Impala 1] PLE] i) {5 i Kerberos+LDAPHIWIE T ., FT ATE CL 48 )5 F Kerberos & 5L T Ja H
LDAPTH] LLIEH TAE
£ Impalalic & 7
JEF LDAP £ {7 Bk ik Ik B Mtrue
JA H LDAP TLS &L & ANtrue
Impala TS EEHRICE RSB (%4 ®) F¥sl-ldap_baseDN=ou=people,dc=my-

domain,dc=com

HLJH Impalafik 55

i FHimpala—shel 1l \LDAPIK 5 :

[root@hpt3 confl# impala—-shell -1 —u hpt ——auth creds ok in clear
Starting Impala Shell using LDAP-based authentication

LDAP password for hpt:

i Fibeelineilli{LDAPIK = :
beeline —u ”jdbc:hive2://hpt3:21050/default;” —n hpt —p hpt

10, Hue£EF{LDAP

FEHue 7L B LDAP H] LA ikHue B #2 (I LDAP BT 31 ) K 5 11 /S b £ Hue Hh F57 7 22

FEHue [ 1C & UL 20K
B{pI8IEfRus/backend Aydesktop. auth. backend. LdapBackend
ERAT6I5E LDAP ) /create users on login W HE NTrue
(FRRIEERYPTESIPIUE/search bind authentication ¥ H NFalse

FcEhadoop ldapWkif, WHAGEH, Ar RECE



Hadoap FIF SR HOFS | TS ) =

hésiap sty Qroup.mapping % crgapache hadoop security.JniBassdUnizGroupsMapging
£ orgapache hadocp security ShellBasedUnix GroupsMapping
@ o apache hadoop seourty LdapGroupsMapping

Hadeap FlIF i#1Fping LOAP URL HOFS | BRI ) *

oo sty Qroup mapping kap urd (R

Hadeap fFENS LOAP TLSSEL 2N 1 HoFs: | BT )

hedoop. ity grovpmepping bep. el

Hadoop FIFHlEH LOAP TLS/S5L Trustsion: HOFS R )

st seTulity groud.mappng kap sl kepstore

Hadoop FIF BN LOAP TLS/S5. Truststore 8 HDFS [ MEFHSE )

haschoap security group mapping ksp ssl keystors passwo

Hadoop FIF BN LOAP B FRF T SR
sdanp Sseourity group.mapping kap. bind user

Hadoap X3 B ping LDAP i AU HEF
histhp0p SECurity group mappng kap. bind password

HDFE [ IRRTEH ) =
cr=admindo=mry-domain do=ocom

HOFS | BESS7a )+

i e e

Hadoop HIFi M ping MR AL
hadaop: mecur fy group mapping ldap heae

Hadoop flFi #fEping LDAP WSS &30
hadoop securfty group mapping ldsp. search filer yser

Hadoop M1 # 2 ping LDAP MHEGE RS
Tsthesem Ssbreur ity greup. o appineg kap. seais fiRer group

Hadoap FFH #Ffping LOAP SRR HAMTE
hadecp seeurity group.m spping ldap. st slir member

Hadoop FIFH #tfiping LOAP SEE BT
hasthoop mecur ity group mappiog ldap. measc allr group na

L

Hadoop %4 ShfikdiE
histhoaog. se2iii ity suthentiostaon

HOFS ( EETEE ) =
de=my-damain de=com

HODFS [ B30 ) =
(B abjectClass=acoount W uid={0}1)

HOFS ( BEFST0M ) =
[ebjpctilass=groupOfiames)

HDFS [ BETEM )

mamksar

HODFS [ EETEM )

HOFS ( BETEE ) =
& simple
@ kerberos






