CDHEREFHRERN

PS: M ZIESCRIER TCDHS . 120UA, HAIERFMRATL L.
1.1 BEFREWNRENA

hostnamectl set-hostname cdh81-30

1.2 JDRZE
HE R G A5 dk:
HH: rpm -ga|grep -i jdk
#%#: rpm -e java-1.6.0-openjdk-1.6.0.0-1.66.1.13.0.e16.x86 64 -

nodeps
LR ARIF R E MBI AL R, AR N1, 8

1.3 BHEHREN R ENBMIPB KR
vim /etc/hosts
192.168.81.30 ¢cdh81-30
192.168.81.31 c<¢dh81-31
192.168.81.32 ¢cdh81-32
192.168.81.33 <¢dh81-33
192.168.81.34 cdh81-34
192.168.81.35 ¢cdh81-35
192.168.81.36 cdh81-36
192.168.81.37 cdh81-37
192.168.81.38 <¢dh81-38
192.168.81.39 ¢cdh81-39
192.168.81.40 <¢dh81-40
192.168.81.41 cdh81-41
192.168.81.42 cdh81-42
192.168.81.43 <cdh81-43
192.168.81.44 cdh81-44
192.168.81.45 cdh81-45



192

.168.81.46 cdh81-46

192.168.81.47 cdh81-47
192.1686.81.48 cdh81-48
192.168.81.49 cdh81-49
192.168.81.50 <¢dh81-50
192.168.81.51 c¢dh81-51
192.168.81.52 cdh81-52
192.168.81.53 ¢dh81-53
192.168.81.54 cdh81-54
192.168.81.55 <¢dh81-55
192.168.81.56 cdh81-56
192.168.81.57 c¢dh81-57
192.168.81.58 cdh81-58
192.168.81.59 <¢dh81-59
1.4 BCEsshb Bl
fFcdh81-30. cdh81-40. cdh81-50 454 pl— ARk
ssh-keygen -t rsa
#RE AP LB R A, B AC
ssh-copy-id cdh81-30
1.5 XHBGKEE
# A B KRS
firewall-cmd --state
# I M B7 K 45

systemctl stop firewalld.service

# R PIB K EG T 5 R 2l

systemctl disable firewalld.service

# R SELINUX



setenforce 0

1.6 EEENTPARS

FIERGHWHIntpR%: systemctl stop chronyd
KHHNLE G 3ntpl4s: systemctl disable chronyd
BE ARG HHntpi55IRE: systemctl status chronyd

AT 1 s 2 AR LA -
P BT AL 30
o2 1 B B :

FHAEE (cdh81-50)
vi /etc/ntp.conf

(I A2 2500
B /etc/selinux/config FHJ SELINUX=disabled

yum -y install ntp
systemctl enable ntpd

systemctl list-unit-files

(EFEERD -

|grep ntpd

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool

(http://www.pool.ntp.org/join.html) .

#server
#server
#server
#server
#server

#server

server 192.168.23.108 iburst

0
1
2
3

.rhel.pool.
.rhel .pool.
.rhel.pool.
.rhel.pool.

ntp.
ntp.
ntp.
ntp.

org
org
org

org

iburst
iburst
iburst

iburst

101.231.72.162 prefer

time3.aliyun.com iburst

JA8ntpkss: systemctl start ntpd

B EntpZ i (FABETE S RO

vi /etc/ntp.conf

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool

(http://www.pool.ntp.org/join.html) .

fserver O.rhel.pool.ntp.org iburst

fserver l.rhel.pool.ntp.org iburst



fserver 2.rhel.pool.ntp.org iburst
fserver 3.rhel.pool.ntp.org iburst
server cdh81-50 prefer

server 192.168.23.108

ok TRAFIBH, RIS &HT, A Hntpdate TR —FHAl: ntpdate -u nl
(£ mintplR%#%)

JAEIkS: systemctl start ntpd

TEMSIRE: ntpstat

1.7 ZHEEMysql® i
B 5 R DA LAt 7 0
ﬁﬁ@%ﬁ%%gﬁgﬁ%ﬁﬁmysql: yum remove -y mysgl-community-common

ZRmysqlf Fif: yum install -y mariadb

—. BH&Z%cM
TE M CDHIRASHICM, F#hk: http://archive.cloudera.com/cm5/redhat/

2.1 EffrpmX B EF K (cdh-81-50)
cloudera-manager-agent-5.12.1-1.cm5121.p0.6.e17.x86 64.rpm
cloudera-manager-daemons-5.12.1-1.cm5121.p0.6.el17.x86 64.rpm
cloudera-manager-server-5.12.1-1.cm5121.p0.6.e17.x86 64.rpm

2.2 “#Z¥cCloudera Manager Server
fEcdh81-50 ig1T:
yum -y localinstall cloudera-manager-daemons-5.12.1-
1.cm5121.p0.6.e17.x86_ 64.rpm
yum -y localinstall cloudera-manager-server-5.12.1-
1.cm5121.p0.6.e17.x86 64.rpm
yum -y localinstall cloudera-manager-agent-5.12.1-

1.cm5121.p0.6.e17.x86 64.rpm

2.3 %Z#Cloudera Manager Agent
FRcdh81-50 LAAMH AL 7 5



yum -y localinstall cloudera-manager-daemons-5.12.1-
1.cm5121.p0.6.e17.x86_ 64.rpm
yum -y localinstall cloudera-manager-agent-5.12.1-

1.cm5121.p0.6.e17.x86_ 64.rpm

Eag/etc/cloudera—scm—agent/config.ini@ﬁﬁserver_hostz (Name of the

host where Cloudera Manager Server 1s running.)

2.4 MESBHIEE
fEcdh81-50 FfEmysqliks 3] /user/share/Java/ Hx, FrMiER
cd /usr/share/java && 1ln -s /usr/share/java/mysgl-connector-java-

5.1.44-bin.jar mysgl-connector-java.jar

i € CMAMTHHRE IR -
/usr/share/cmf/schema/scm prepare database.sh mysgl -h
192.168.81.200 -uroot -p#HiY --scm-host 192.168.81.50 baofoo scm

scm 0

=. BZEACDH

3.1 kA3

fEcdh81-50 1, KiCHDSAHK M Parce 1|45 i) /opt /cloudera/parcel-repo/
LIPS ELR I

CDH-5.12.1-1.cdh5.12.1.p0.3-el7.parcel
CDH-5.12.1-1.cdh5.12.1.p0.3-el7.parcel.shal

manifest.json

TaHhhl: http://archive. cloudera. com/cdh5/parcels
BJEHCDH-5.12.1-1.cdh5.12.1.p0.3-el7.parcel.shal

, Ei#% ANCDH-5.12.1-1.cdh5.12.1.p0.3-el7.parcel.sha

, XAEMAER, SN, RASHEP FEHCDH-5.7.0-1.cdh5.7.0.p0.45-

el6.parcel.shal
A

3.2 Bl
JasiERE, F 9 A (cdh81-50) :


http://archive.cloudera.com/cdh5/parcels/

systemctl start cloudera-scm-server

systemctl start cloudera-scm-agent

JEAEERE, & A (BRedn81-50 AAMIFTA 5 A1) -

systemctl start cloudera-scm—agent

3.3 BxEHAM
SERFemTCEE BEVI UG SE R, NRERE B L8, Bl a0 a8 U7 n) «
192.168.81.50:7180, ERiAIK'Tadmin, ERIAZEIEadmin

EHEERRE Cloudera Manager #1 CDH,

PR W hudees Express.12.1 , Bo] LUSUSISCT H SR LL F RS ERRE | ol RERTallE ) .

* Apachs Hadeop { Commen, HIFS, MapReduce, WARN |
» Aomcta HEsam

= Acactm Iocheeper

= Acmcha Ocaie

= Aoscha Hovw

= Hus { EUF Apache IF3T 1

= Apachs Flums

w Clousrlars irmpals { 0100 Apache §
» Aoacha Seniny

= Acacha Sqoop

» Cloadern Seanch { FFOTE Apache |
= Apscha Spark

R Clouders Marape SEINERTYIRE. S90] LS e RS RS EN Clooden Moo FHREL
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PSS
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0 COFHL 7,11 0dhd, 7,7, poa?
M Cosders Marsge: B2 (512.1) 2550 COH R F a8 T,
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B KARA-A 0513080040
L
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BHERE
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RIETERIB, s TR
BHEiRE

TR N COH 5 BESS

et EEE R

Fials Hadosp

% HB e BFIPHAR

PATX B 5 Impalaf N A% 2285, sl 44k

3.4 MEMRSHE

HDFS:

NameNode cdh81-30

SecondaryNameNode cdh81-40 B} Jeixtf, Z3E4 58 FHHA
DataNode FR30. 40. 50LAAMIHE FEHL

Balancer cdh81-50

HttpFs c¢dh81-50

HIVE:

Gateway cdh81-50
HiveMetastoreServer cdh81-50
HiveServer2 cdh81-50

HUE:
Hue Server cdh81-51. 52. 53
Load Balancer cdh81-52

Impalas:

ImpalaStateStore c¢dh81-30
ImpalaCatalogServer cdh81-40

Impala Daemon [£30. 40. 50VAAMAFLE FHL

Cloudera Management Service:



cdh81-50

Oozie:

Qozie Server cdh81-50

Yarn:

ResourceManager c¢dh81-30

JobHistory cdh81-50

NodeManager F4#30. 40. 50LAAMFIEE EML

Zookeeper:

Zookeeper Server cdh81-30. 40. 50

fiJf#fhive. oozie. sentry. monitor. huefEFHM: baofoo hive.

baofoo oozie. baofoo sentry. baofoo monitor. baofoo hue

P imysql 35 #hive jarfd (cdh81-50)
cd /opt/cloudera/parcels/CDH/1lib/hive/lib && 1ln -s
/usr/share/java/mysgl-connector-java-5.1.44-bin.jar mysqgl-

connector-java.jar

# Nmysql k5 Flloozie jarfd (cdh81-50)
cd /opt/cloudera/parcels/CDH/lib/ocozie/libtools && 1ln -s
/usr/share/java/mysqgl-connector-java-5.1.44-bin.jar mysqgl-

connector-java.jar

cd /opt/cloudera/parcels/CDH/lib/ocozie/libserver && 1ln -s
/usr/share/java/mysgl-connector-java-5.1.44-bin.jar mysqgl-

connector-java.jar
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impala Deemon E{FE 2 Cluster 1 » impala Dserron Defauh Geoup . S1REER 2 -
SEFICh S

—— FdfaldatalAimpalafimpalad

Jdfs/dataZimpalafimpalad
fdfsidataifimpalafimpatad
Jdfadmtsdfimpalsfimpalad
SdfaldaaSimpalaimpalad

sdfaddatabiimpalaimpatad

HodeMansger £ HF S Cluster 1 = HedaManages Defadt Growsg | EINHE 7 5™
panrademanager. ol drs

BT

Fdénidatal/yarninm
Fdénidatalyyarninm
FdisSdatadyarninm
St datad yarniem
[/ datatyarninm

FdéuSdatadyyarninm

R Mustmer 1 o Carsme Mafedt Creee

gk, SEfFE ).

e ey JEI DO

& Show All 5ieps Shape Oy Faled] Shepa Shoew Only Running Sieps

¥ @ Cnsuring thet tae axpected softvars s sre nstaled on hasta
Stk 1 T,

¥ 8 EESREFRESD o e 12
SucceasTully daployed all elient configuranions

¥ @ P Ciouders kianagement Service, TncKesper
Stk 7 -,

¥ @ ESHHDFE
EaihRal 1 TFE,

* @ B VARM (S Incksdesd]
SR 1 TR

¥ @ EEhHme
Btk 1 L

* O Edbimpal Do
B 7 TR

¥ @ e
Entiheerd 1 b,
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P, KerberosZ it

4.1 KerberosfiR %5 & 3%
1Ecdh81-50_F 223,

126 8, 15484 T

12 &, 35044 FoF

128 &, 35500 T

128 8, 355804 T

12A 6, 35603 T4

125 b, A 5820 T

12R 6, 35708 T

120 8, 1a7ee A

LS

EL AL

1% felin

3 B

S]]
S]]
=]
S]]
S]]

S]]

S]]
BE
B®
B&®
S]]

yum install -y krb5-server krbb-libs krbb-workstation

£ /etc/krb5 . conf



[logging]
default = FILE:/var/log/krb5libs.log

kdc = FILE:/var/log/krb5kdc.log

admin server = FILE:/var/log/kadmind.log

[libdefaults]
dns lookup realm = false
dns lookup kdc = false
ticket lifetime = 24h
renew lifetime = 7d
forwardable = true
default realm = master

renewable = true

[realms]
master = {
kdc = cdh81-50
admin server = cdh81-50

}

[domain realm]
.master = master

master = master

&% /var/kerberos/krb5kdc/kdc. conf
[kdcdefaults]

kdc ports = 88

kdc tcp ports = 88

[realms]
master = {
#master key type = aes256-cts

acl file = /var/kerberos/krbbkdc/kadmb

.acl



dict file = /usr/share/dict/words
max renewable life = 7d
max life = 1d
admin keytab = /var/kerberos/krb5kdc/kadm5.keytab

supported enctypes = aes256-cts:normal aeslZ28-cts:normal des3-
hmac-shal:normal arcfour-hmac:normal camellia?256-cts:normal
camellial28-cts:normal des-hmac-shal:normal des-cbc-md5:normal

des-cbc-crc:normal

}

&% /var/kerberos/krb5kdc/kadm5 . acl

*/admin@master *

PLE=AHEREE SRS, R N krbs. conf RIERHHADALES LRI,
scp /etc/krb5.conf cdh81-30:/etc/

4.2 Kerberos% J* i %2 3

FE A LR b2

yum install -y krb5-1libs krb5-workstation

a8 # #F cdh81-50_F 1 F R A

sh /app/shell/exe command on all nodes 1.sh "scp /app/krb5-*" "yum -
y localinstall krb5*.rpm && rm -rf ~/krb5*.rpm"

4.3 XTFAES-256N%
oracleﬁ?WTF%ﬁjce_policy—8.zip, it IE ﬂ%local_policy.jar\

US_export policy.jar## Il F|SJAVA HOME/jre/lib/securityHZxX T

4.4 QUEBIEE

f£ cdh81-50 Lisfr#ldatb B e 4. Hh —-r $REXNR realm, HIRE Mok S
kdb5 util create -r master -s

HIl Loading random data PFIHE AL AT mUHFECPUIN AT 2 W cat
/dev/sda > /dev/urandom F]UUIITREENIECREE . Zin &<

£ /var/kerberos/krbS5kdc/ H=xE FEIE principal #HHEFE.



i RIE B E O A E PR, A RME /var/kerberos/krb5kde/ HZE THI
principal HIFHSCSCHEAMN R . BRONAIEE 242 72 principal. AIRMER] -
d feEHiEEL 7

4.5 BRE
fEcdh81-50 L HAT U R iy 4

systemctl enable krbbkdc.service
systemctl enable kadmin.service
systemctl start krbbkdc

systemctl start kadmin

4.6 f)#E#Kerveros®H R

KT kerberos MEH, AJLMEH kadmin.local X kadmin, ZTERWEAS, Bk
TR AT AU -

WRAVIR kde IFEEH root MR, (HRERA kerberos admin MK/, f#
M kadmin.local

WERBEAVIH kde WEHRI root PR, HEH kerberos admin K/, fi
H kadmin

f£ cdh81-50 I FEE PN E B

TEKDC serverEML L, Gl@&—"N4 AN [hadoopl) Wprincipal, FFFHZMLEN
[seex] o AT AT

[root@cdh81-50 /1# kadmin.local

Authenticating as principal root/admin@master with password.

kadmin.local: addprinc -pw *¥k hadoop/admin@master

JHIT P ATkadmin, local I listprincsay 2 A LA 2|0 7 —1~4°~ Thadoop/admin@master] [
principal:

kadmin.local: listprincs

K/M@master

hadoop/admin@master

kadmin/admin@master

kadmin/cdh81-50@master

kadmin/changepw@master



kiprop/cdh81-50@master

krbtgt/master@master

principal A FNE 0 fadmin, A4 iZprincipalfiiladministrative
privileges

X AN 5K 2 4 CDHFH SR AE e H A F P/ AR 45 Biprincipal

4.7 CDH/S AlKerberos

ECM AR b fidi J5 FKerberos, Jo A BIBHE R Z8A LA 315

1.KDC 4 %4 hf JF HIEAEIZAT

2 J4KDCHCE N ftFrenewable tickets with non-zerolifetime

- fEZHMEMkde. conf XN C AN T kde tcp ports. max 1ifefll
max renewable 1ifelX/M =AML

3.fECloudera Manager Server [%Z¥openldap-clients

PS: AN [ ffiKerberosftis 4l FlopenLDAPHR S 7%, T B A — M HEL L H P fl—A
principal, FH4ikeytab XX, frlliX Bt % Ropenldap-clients

4. NCloudera Managerfl&—/principal, fHHEEWEH A RLEKDCH G123 H AR
principals, /& LHAIERKerberos® B K 5.

e s5e ¥ 2 G Midicontinue, #EANF—UHTHCE, EVEREAE: XHEM [Kerberos
Encryption Typesl] WZFRKRDCSEFRSCHRFHIINERBILE (Rlkde. confHHHIMED
XA TR INFaes256-cts

i, KDC B . Cloudars Mansger SN PR S SR EITE COH TS a2k,

KOC =i L



E1 Kerberos B4 CDH-PRO-NEW
ERBS A

i P IE R, ke Sconf SRS, ETLLPR R S A RN KOO RN | RO . TR

it Clowders Managar T LT
ek comf

TR, WRZ)E 1IN RTE ] DUBE CeMf E B R A krbS . conf, [EASKPRERIEL
FE R IUAT S E B3R 7 ZEFsh iz iz s Ik Rl 20

[5F8 Kerberos FBF CDH-PRO-NEW

KDC Account Manager

S PR RN A R, Clouders Manager 5L UTSIRE TCAR S SLRFHER B ISR (B A,
FFE | hedoop/admin @ master

L] TR

Biicontinue, #HATN—T, HiACloudera Manager PrincipalJ& P K 5 1%
i,y = NS R BT AT 4 #K, hadoop/admin

JEF Kerberos BB+ CDH-PRO-NEW
S M KDC Account Manager I8 &%

2 Ok B 128713054 T © 5.02s

Successfully imported KDC Account Manager credentials.

mificontinue, AT —0, $AKDC Account Manager Credentials



BEfDEros 4 &

il i - B R Kerberca Mincipal, SIS0 de ML RS 6 Cnnopsl | gL S ansl, #5E0E T TRt Y Priropel P | BERHEE Ranslisg

Kerzorca £k Flarms [ ER9ETEME )

HBass [ BT )

Hus [ EESAIE

mpala | ERENE )

Miicontinue, #HANF—T, restart clusterJHenable Kerberos

SR REMDETDS AT WLUH-FHU-NEW
AlEED

s HOFS B oI DalaNodes SRRTASEEO,

Dutshlade L 8

TR T
T W

ZJacre HAE R EIRS, Bz EeafRKerberos@a A
EAN SR eMe H BIfEKe rberos FIEE 2 H A EE &N 15 R SN K P X R principle
ATLMEH kadmin.local -g "list principals"&%&, , XN

username/hostname@XIAOHET . INFO, #l#lhdfs/hadoop-10-0-8-

124@XTAQHET.INFO

fEcM P FKerberos i FEH, cm£x HAIMH LT 31 -
1B EZ /DA, AR P S S AN principal
2 . NEAN RN fprincipal il keytab

3. #iE keytab X HRIFE & 1T A

4 AERFA RS I B S I KRerberos T E


http://blog.csdn.net/qq1010885678/article/details/XIAOHEI.INFO
http://blog.csdn.net/qq1010885678/article/details/XIAOHEI.INFO

Hrfifizookeeper IR % FT s ) jaas . confMkeytab H# 2 H BB E FF R EL, Wik
H PR TIMES T Zookeeper IIRSS, EERATRX PIAN SCAF I B AR AN P 22 IE B L
keytabfefl&principalsfiZFprincipal keylf A

keytab XA TR M host ZME—H], F NkeytH Fhostname

keytab XXMM AT ZEN LA EARAFA AT, K Fkerberos ERE—PEAL L
flprincipal

Je Fl 22 J5 U T B3 R T AT B U0 e A AR S K 5k U 1), 5 )& it Ke rberosify

authenticatin

4.8 fIEHDFSHELH

BN MEH yarntE AhadoopfEMERIEA 7, fEEBERTA T M EAl# supergroupdIFMA
yarnf /7.

s BRI eMA iprincipal Vi M HDES R, B ARLE B E ifprincipal BI%
MR, F P IEAITE, s a4 1077 5 M HDFS 77 256 F kini ¢ R E R IFIR
Hticket

el LU A — N yarn@masterfprincipal Hic(E M M 247 FH 5 M HDFS

¥ FEM AW kadmin.local -g "addprinc yarn"

Jefdi

kinit varn@master

ok 22 Ja ] OB AIE I D7 7 HDF'S

# BfFprincipals

$ kadmin: list principals

# WI—/NF principal

kadmin: addprinc userl

WARNING: no policy specified for userl@JAVACHEN.COM; defaulting to
no policy Enter password for principal "userl@JAVACHEN.COM": Re-
enter password for principal "userl@JAVACHEN.COM": Principal
"user1@JAVACHEN.COM" created.

# MIER principal

kadmin: delprinc userl


mailto:hdfs@master

Are you sure you want to delete the principal
"userl1@JAVACHEN.COM"? (yes/no): yes Principal "userl@JAVACHEN.COM"
deleted. Make sure that you have removed this principal from all

ACLs before reusing.

kadmin: exit

4.9 HHI\HDFST LAIE ¥ F

GRENFE-ANN G, HkinitkIKByarnH F flcredentials
WAEH " hadoop fs -1s // MNiZAEIE T % 4
Hkdestroyii®%credentialsfa, Hfliflhadoop dfs -1s /RN

AREL T yarnfIEF )G, #2358 —APIREFF, WURAEIEW FRAIFRTIIEAT, Wi
Kerberized Hadoop clusterfE1E% LA1E

hadoop Jjar /opt/cloudera/parcels/CDH/jars/hadoop-examples.jar pi
10 1000

beeline##hive. impala

hive: beeline -u 'jdbc:hive2://cdh81-50:10000/;principal=hive/cdh81-
50@master’

impala: beeline -u 'jdbc:hive2://cdh81-
51:21050/;principal=impala/cdh81-5l@master’

Fi. LDAP%Z %

5.1 JR%5im &3

. cdh81-50 1 %%

$ yum install -y db4 db4-utils db4-devel cyrus-sasl* krb5-server-
ldap

$ yum install -y openldap openldap-servers openldap-

clients openldap-devel

BB s1apd RLE ST IR IE SO, Hfopenldap-serversH Y
examp e 5 i FIHRL H 5



PS: centos7 slapd.conf.obsolete FHAAETE, FilAF Mcentose HEFE I T —Aid
K

cp /usr/share/openldap-servers/slapd.conf.obsolete
/etc/openldap/slapd.conf

cp /usr/share/openldap-servers/DB CONFIG.example
/var/lib/ldap/DB_CONFIG

5.2 IR$5ImACE

i slappasswd 6 (ZLDAPE B 53 %1, XA & A B HIN S AR E, 1817slappasswd 5 i NP X5
i, 2R —HEmL, BT

[root@cdh81-50 ~]# slappasswd

New password:

Re—-enter new password:

{SSHA}N3tGSYS8PGYjV66pcqgKNuHj5GuGnX9ov

YmiE/etc/openldap/slapd.conf, #£%|”database bdb™, &M H T REN T H
[

suffix "dc=baofoo,dc=com" rootdn "cn=admin,dc=baofoo,dc=com" //EF
i Nadmin rootpw {SSHA}N3tGSYS8PGYjV66pcqgKNuHj5GuGnx9v / /& iilli)E I
T, W SCRFSC

WIN—LeI AN E, H5/ N kerberos Ml openldap M) schema:

$ cp /usr/share/doc/krb5-server-ldap-1.15.1/kerberos.schema
/etc/openldap/schema/

1f./etc/openldap/slapd.confliA

include /etc/openldap/schema/kerberos.schema

S H AR :
chown -R ldap:ldap /etc/openldap

chown -R ldap:ldap /var/lib/ldap

5.3 MR I A B C B SO
rm -rf /etc/openldap/slapd.d/* //MIERE A4



systemctl start slapd //4ERbdb A4

slaptest -f /etc/openldap/slapd.conf -F /etc/openldap/slapd.d //4
R B S

chown -R ldap:ldap /etc/openldap/slapd.d

5.4 BLESEREE RS

systemctl restart slapd

systemctl enable slapd //WEITHLES)

systemctl list-unit-files slapd.service //BEEHHHAIIRE
2t FHMECE G, openldap serveritBC B T .

BEIRSE, UFIRSS
[root@cdh81-50 openldapl]# ps aux | grep slapd | grep -v grep

ldap 58094 0.0 0.0 533648 9748 7 Ssl 10:11 0:00

/usr/sbin/slapd -u ldap -h ldapi:/// ldap:///

[root@cdh81-50 openldap]# ss -tunlp | grep :389

tcp LISTEN 0 128 *:389 **
users: (("slapd",pid=58094, £d=8))

tcp LISTEN 0 128 :::389 R
users: (("slapd",pid=58094, £d=9))

A LDAPEUHE o 45 14

[root@cdh81-50 openldap]# ldapsearch -x -H ldap://127.0.0.1 -Db
'dc=baofoo,dc=com'

extended LDIF
LDAPvV3

filter: (objectclass=*)

#
#
#
# base <dc=baofoo,dc=com> with scope subtree
#
# requesting: ALL

#

# search result
search: 2

result: 32 No such object



# numResponses: 1

5.5 KerberosflLdap£E R,

N T ffiKerberosfeiE4h € F|openLDAPR S 4%, 7 EQIE —NEE A M—
principal, HAHikeytab XX

BB IR N LDAPARSSIBAT P Al (— i 1ldap) -

kadmin.local -g "addprinc -randkey ldap/cdh81-50@master"

kadmin.local -g "ktadd -k /etc/openldap/ldap.keytab ldap/cdh81-

50@master"

chown ldap:ldap /etc/openldap/ldap.keytab && chmod 640

/etc/openldap/ldap.keytab

WARLDAPE BT L — 208 E I keyvtab X, fE/etc/sysconfig/ldapifin
KRB5 KTNAMER(E :

PS: centos7 /etc/sysconfig/ldap HAFF(E, FrblFMcentose HEEI T — it
K

export KRB5 KTNAME=/etc/openldap/ldap.keytab

H)5 systemctl restart slapd

5.6 BLEIHTBRGHF
BC B i LDAPEUR E R, FEK ARG LWA P S ARLoarEdiFEd . FEH
migrationtools¥ RGH P ¥ ALDAPRE IR A A 1d1 £ 31

ZiEmigrationtools:

yum install -y migrationtools

B migrationtools:
YW /usr/share/migrationtools/migrate common.ph , &7 M NHIFAT:
$SDEFAULT MAIL DOMAIN = "baofoo.com";

SDEFAULT BASE = "dc=baofoo,dc=com";



Az AR A

/usr/share/migrationtools/migrate base.pl > /opt/base.ldif
AR 1d i £3C A

/usr/share/migrationtools/migrate passwd.pl /etc/passwd
>/opt/passwd.ldif /usr/share/migrationtools/migrate group.pl

/etc/group >/opt/group.ldif

R i 1di £ 3 A B LDAP I -

ldapadd -x -D "cn=admin,dc=baofoo,dc=com" -W -f /opt/base.ldif
ldapadd -x -D "cn=admin,dc=baofoo,dc=com" -W -f /opt/passwd.ldif
ldapadd -x -D "cn=admin,dc=baofoo,dc=com" -W -f /opt/group.ldif

5.7 LDAPZE /il &

LA i LT

yum install openldap-clients -y

2 7F cdh81-50 - 1 F R A -

sh /app/shell/exe command on all nodes 1l.sh "scp /app/ openldap-
clients-2.4.44-5.el7.x86 64.rpm" "yum -y localinstall openldap-
clients-2.4.44-5.e17.x86 64.rpm && rm -rf ~/ openldap-clients-
2.4.44-5.e17.x86 64.rpm"

B /etc/openldap/ldap.conf DA FMANECE

BASE dc=baofoo,dc=com

URI ldap://cdh81-50

SRJG, 1847 T Iy A s
#5EMIE ticket $ kdestroy
[root@cdh81-50 shelll# ldapsearch -b 'dc=baofoo,dc=com'

SASL/GSS-SPNEGO authentication started
ldap sasl interactive bind s: Local error (-2)

additional info: SASL(-1): generic failure: GSSAPI Error:
Unspecified GSS failure. Minor code may provide more information

(SPNEGO cannot find mechanisms to negotiate)



FHIRAL ticket:
[root@cdh81-50 shelll# kinit yarn

Password for yarn@master:
[root@cdh81-50 shell]l# klist
Ticket cache: FILE:/tmp/krb5cc O

Default principal: yarn@master

Valid starting Expires
12/08/2017 13:33:58 12/09/2017 13:33:58
renew until 12/15/2017 13:33:58

S ldapsearch -x -b 'dc=baofoo,dc=com'
A TR

# numEntries: 128

5.8 BLEHIVESLLDAP
fEhive-site. xml I LA FHCE -

<property>
<name>hive.server2.authentication</name>
<value>LDAP</value>

</property>

<property>

Service principal

krbtgt/master@master

<name>hive.server2.authentication.ldap.url</name>

<value>ldap://cdh81-50</value>
</property>

<property>

<name>hive.server2.authentication.ldap.baseDN</name>

<value>ou=people,dc=baofoo,dc=com</value>

</property>

BEHiveMYarnk5s, ik AbeelineflliR:
LDAPAIIE:
[root@cdh81-50 ~]# beeline

Java HotSpot (TM) 64-Bit Server VM warning:

ignoring option

MaxPermSize=512M; support was removed in 8.0



Java HotSpot (TM) 64-Bit Server VM warning: Using incremental CMS
is deprecated and will likely be removed in a future release
Java HotSpot (TM) 64-Bit Server VM warning: ignoring option
MaxPermSize=512M; support was removed in 8.0

Beeline version 1.1.0-cdhb5.12.1 by Apache Hive

beeline> !connect Jjdbc:hive2://cdh81-50:10000/default

scan complete in 1ms

Connecting to jdbc:hive2://cdh81-50:10000/default

Enter username for jdbc:hive2://cdh81-50:10000/default: yarn
Enter password for jdbc:hive2://cdh81-50:10000/default:

XKk ok ok ok ok kK kK

Connected to: Apache Hive (version 1.1.0-cdhb5.12.1)

Driver: Hive JDBC (version 1.1.0-cdh5.12.1)

Transaction isolation: TRANSACTION REPEATABLE READ

0: jdbc:hive2://cdh81-50:10000/default>

Kerberosi\ik:

[root@cdh81-50 ~1# kinit yarn
Password for yarn@master:
[root@cdh81-50 ~]# klist

Ticket cache: FILE:/tmp/krb5cc O

Default principal: yarn@master

Valid starting Expires Service principal

12/08/2017 15:18:53 12/09/2017 15:18:53 krbtgt/master@master
renew until 12/15/2017 15:18:53

[root@cdh81-50 ~1# beeline -u 'Jjdbc:hive2://cdh81-

50:10000/;principal=hive/cdh81-50@master"

Java HotSpot (TM) 64-Bit Server VM warning: ignoring option

MaxPermSize=512M; support was removed in 8.0

Java HotSpot (TM) 64-Bit Server VM warning: Using incremental CMS

is deprecated and will likely be removed in a future release

Java HotSpot (TM) 64-Bit Server VM warning: ignoring option

MaxPermSize=512M; support was removed in 8.0

scan complete in 2ms



Connecting to jdbc:hive2://cdh81-50:10000/;principal=hive/cdh81-
50@master

Connected to: Apache Hive (version 1.1.0-cdhb5.12.1)

Driver: Hive JDBC (version 1.1.0-cdh5.12.1)

Transaction isolation: TRANSACTION REPEATABLE READ

Beeline version 1.1.0-cdh5.12.1 by Apache Hive

0: jdbc:hive2://cdh81-50:10000/>

5.9 At E IMPALAZELDAP

ImpalaH o] LLAIRHE i Kerberos+LDAPHIINIE T 2, FrLAfE &4 A3 FKerberosfE il
N A FLDAPH] PLIEH TAE

fEImpalalit & il :

- JBH 1pap HMESIEIETAZE Ntrue

- J3F LDAP TLS &I E Ntrue

- LDAP URL K& Nldap://cdh81-50

« LDAP BaseDN 1% E Nou=people,dc=baofoo,dc=com

# 4 Impalaliik %%

fEchd81-51 E44r, f# ] impala-shel IJIRLDAPIK = :

[root@cdh81-51 ~J# impala—shell -1 —u yarn ——auth creds ok in clear
Starting Impala Shell using LDAP-based authentication

LDAP password for yarn:

Connected to ¢dh81-51:21000

Server version: impalad version 2.9.0-cdh5.12. 1 RELEASE (build
5131a031f4aa38c1e50c430373¢c55¢ab3e0517b9)

skskeskseskeskoskeskskeokeskskskskokeskskeskeskokeskskekeskokeskskekeskoksk skl skeskeskskokeskskeskeskokesk skl skoksk skl skeskskskokeskeskekskokeskskekeskokesk skl skekskskekeskeskek sk skeskek sk
Welcome to the Impala shell.
(Impala Shell v2.9.0-cdhb5.12.1 (5131a03) built on Thu Aug 24 09:27:32 PDT 2017)

To see more tips, run the TIP command

seksksksksieskskskekoiekskskskoiskskskskrsiskskeskeksksksksksieskskskskorskeskskeskosioksksksiekskekeskokeskskskekekskskskskeskokskskrsiokskeskekekeskskskskoksksk sk

\nLDAP authentication is enabled, but the connection to Impala is not secured by TLS
ALL PASSWORDS WILL BE SENT IN THE CLEAR TO IMPALA.
[cdh81-51:21000] >

fi Fbeeline | iX{LDAPIK %5 :
beeline —u ”jdbc:hive2://cdh81-51:21050/default;” —n yarn —p %75

5.10 Fd BEHUE%E LDAP



fEHue H it B LDAP AT LA EHue B 224 F LDAP i 5 3 ) K 5 7 AN 04 75 Hue Hh 28785 72
fEHue [ C & 0L A& 2k

o BI&IE )5 ¥ /backend ydesktop. auth. backend. LdapBackend

o BEHTEIE LDAP FI P /create users on login W B ANTrue

*  1{&thldap url=ldap://cdh81-50, ldap username pattern=uid=

<{username>, ou=people, dc=baofoo, dc=com

o [HHME R E G HISIE/search bind authentication % & ANFalse



