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AR iTERE

At
1 —. ZEEFHEX 4

L& sshfp Bk 5

Z%%ansible 5

vi /etc/ansible/hosts 5

B S
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2. HHf (6

3. AULETRI: 6

B A4 6
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CENTP 11

vi /etc/ntp.conf 11

vi /etc/ntp.conf 11

DK% %% 12

vi /etc/profile 12

MYSQLZ2 % 13

3 MYSQLELH# 13

4 G PE U5 2R 22 e IR S A AE ) 14

L BERaRBECM 14

2.1 FAEromCHEH|FT AL (cdh-85-29) 14

2.2 “#¥Cloudera Manager Server 14

2.3 ‘Z¥#icloudera Manager Agent 15

vi /etc/yum. repos. d/cloudera—manager. repo 16
3.3 B 18

3.1 A& 20

3.4 MUBE RS A 22

PU. KerberosZZ% 24

4.1 KerberosHR 55 2% 24

4. 2 Kerberos% /™ 22 3% 25

4.3 KTARS-256/I1% 25

4.4 Q% : 25

4.5 J55 7 26

4.6 fH#KerverosEH M 26

4.7 CDHJH HKerberos 26

1 ERHEZ DA, BN E S AR R W AN principal 29
2  ANEAX N principal fij# keytab 29

4.8 BIFHDFSIEAY 29
4.9 i\HDFS A IEF{EH 30

Ji. LDAPZZZ%E 30

0: baofoo Company 33

5.2 R UHIE 37
5.3 PR IFA R AL E S 37
5.4 M E e 38

5.5 KerberosfllL.dap®E % 38
5.6 NLEIFITA R 39
5.7 LDAPZ it B 39

5.8 ML EHIVELERLDAP 40
5.9 HlETMPATASERIDAP 42
5.10 ftEHUBSEIDAP 42




1—. ZIEHIHES

PS: UL R4IE T CDH6. OFRAS, #{ERGARATLL F.

SO HE R

4 FHEEEE

Cloudera Manager Jopt/cmé/

2!

parcels /opt/parcels
/opt/cm6/oracle-j2sdk1.8-1.8.0+update141-

JDK1.8
1.x86_64.rpm

MYSQL5.7 /opt/mysql/mysql-5.7.19-1.el7.x86_64.rpm-
bundle.tar

MYSQL JDBC /opt/mysql-jdbc/mysql-connector-java.jar

EcEdns

Vi /etc/resolv. conf

nameserver 114.114.114.114

fic & ssh4 &

1E172. 20. 85.29, 172.20.85.39 4354 m— X 4H %k

ssh-keygen -t rsa

AR I BHM S, AFEEC
ssh-copy-id 172. 20. 85. 29

ssh—copy—-id -1 ~/.ssh/id rsa.pub user@server

Z3Eansible
Yum install ansible
vi /etc/ansible/hosts

[cdh]
172. 20. 85. [10:59]

JHE=RE)

AT



(hive]
172.20. 85. [10:44]

[hbase]
172. 20. 85. [45:59]

e AT TN

1. kg =k

mkfs —t xfs /dev/sdb

2. R

FHE . mount  /dev/sdb  /Jopt

THEA A mount  /dev/sdb  /dfs/datal
mount  /dev/sdc /dfs/data2

3. BRI

df -HT

BT W R ENA

hostnamect]l set—hostname cdh85-29

ansible 172.20.85.10 -m shell —a “hostnamectl set—hostname cdh85-10

BT T R ENLA R TPBRST K &

vim /etc/hosts

172. 20. 85. 10 c¢dh85-10
172.20.85.11 cdh85-11
172.20.85.12 ¢dh85-12
172. 20. 85. 13 ¢dh85-13
172. 20. 85. 14 cdh85-14
172.20.85. 15 ¢dh85-15
172. 20. 85. 16 cdh85-16
172.20. 85. 17 cdh85-17
172.20. 85. 18 ¢dh85-18
172. 20. 85. 19 ¢dh85-19
172. 20. 85. 20 cdh85-20
172.20. 85. 21 cdh85-21

”»



172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.

Vi

20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.
20. 85.

22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59

cdh85-22
cdh85-23
cdh85-24
cdh85-25
cdh85-26
cdh85-27
cdh85-28
cdh85-29
c¢dh85-30
cdh85-31
cdh85-32
c¢dh85-33
cdh85-34
cdh85-35
cdh85-36
c¢dh85-37
cdh85-38
cdh85-39
cdh85-40
cdh85-41
cdh85-42
cdh85-43
cdh85-44
cdh85-45
cdh85-46
cdh85-47
cdh85-48
cdh85-49
cdh85-50
cdh85-51
cdh85-52
cdh85-53
cdh85-54
cdh85-55
cdh85-56
c¢dh85-57
cdh85-58
cdh85-59

cpfile. yml

— hosts: cdh

tasks:



— name: copy files
copy:
src: /etc/hosts
dest: /etc/hosts

ansible-playbook  cpfile. yml

ARG

Vi jiagu—baoxin—9-30. sh

#!/bin/bash
echo “# KHIB; kHEMselinux"
sed -i s’ /SELINUX=enforcing/SELINUX=disabled/’ /etc/selinux/config
setenforce 0
iptables -F
iptables —X
systemct]l disable firewalld
echo “# HFFHyumji"
cd /etc/yum. repos. d/
mv /etc/yum. repos. d/*. repo /tmp/
rpm —ivh http://192. 168. 25. 200/01inux/7/017 u4 base/getPackage/wget—1. 14-15. el7. x86 64. rpm
wget http://192.168. 25. 200/file/baofoo—centos. repo -0 /etc/yum. repos. d/baofoo—centos. repo
yum clean all
yum makecache
echo ” # fERF[X"
In —-sf /usr/share/zoneinfo/Asia/Shanghai /etc/localtime
yum install net—tools ntpdate -y
echo ” # ZZIEIF R AL4H"
yum groupinstall “Development Tools” -y
echo ” # ZZAEBERRIAEEANE H THRA"
yum -y make cmake gcc—c++ gce zib zlib—devel lrzsz iftop dstat wget net—tools
# 2R Heth
#tcd /etc/sysconfig/network—-scripts/
#mv ifcfg-enol6777728 ifcfg-eth0 //NAME=eth0  #namefZ4 }yeth0
#sed -1 s/”crashkernel=auto rhgb”/”crashkernel=auto rhgb net. ifnames=0 biosdevname=0"/g

/etc/sysconfig/grub



#grub2-mkconfig —o /boot/grub2/grub. cfg
echo ” # ZEHAARLERIRSE"
systemctl stop  libvirtd. service rpcbind. service rpcbind. socket avahi-daemon. service avahi-—
daemon. socket cups. path cups. service cups. socket postfix. service
systemctl disable 1libvirtd. service rpcbind. service rpcbind. socket avahi—daemon. service avahi-
daemon. socket cups. path cups. service cups. socket postfix. service
echo ” # ZZAJNfH"
BHRICE ST EIN
echo ”“TMOUT=900">>/etc/profile
#H#1% B umask
echo “umask 027”>>/etc/profile
#tpamfR fHlsu
echo “auth required /1ib64/security/pam _wheel. so group=wheel”>>/etc/pam. d/su
#HHSSHIC &
# echo “PermitRootLogin no”>>/etc/ssh/sshd config
ttecho “Ciphers aesl28-ctr, aesl192-ctr, aes256-ctr, aes128-cbc, 3des—cbc, blowfish—cbc, cast128—cbc, aes192—
che, aes256-cbe, rijndael-cbc@lysator. liu. se”>>/etc/ssh/sshd config
sed =i ’s/GSSAPIAuthentication yes/GSSAPIAuthentication no/’ /etc/ssh/sshd config
sed —-i ’ /#UseDNS yes/a\UseDNS no’ /etc/ssh/sshd config
echo ” #H##SSHRRATFZK"
yum —y update openssh—server openssh—clients openssl
systemctl restart sshd
echo ” #MZAL"
echo —e “\nnet. ipv4. tcp_tw reuse = 1
\nnet. ipv4. tcp_tw recycle = 1
\nnet. ipv4. tcp _keepalive time = 1200
10000 65000
8192
\nnet. ipv4. tcp_max_tw buckets = 5000
\nfs. file-max = 655350

\nnet. ipv4. ip_local port range

\nnet. ipv4. tcp_max syn backlog =

\nnet. ipv4. route. gc_timeout = 100

\nnet. ipv4. tcp_syn retries = 1

\nnet. ipv4. tcp_synack retries = 1

\nnet. core. netdev_max backlog = 16384

\nnet. ipv4. tcp_max_orphans = 16384

\nnet. ipv4. tep_fin timeout = 2

\net. core. somaxconn=32768

\kernel. threads-max=196605

\kernel. pid max=196605

\vm. max_map count=393210

\nvm. swappiness = 0”7  >> /etc/sysctl. conf && echo ’yes

/sbin/sysctl —p
echo ” #WEHRAMATITEL  ulimit-a"

sed -1 ’$ a\* soft nofile 196605 /etc/security/limits.conf

sed -i ’$ a\* hard nofile 196605" /etc/security/limits.conf
echo ”* soft nproc 196605” >> /etc/security/limits. conf



echo ”* hard nproc 196605” >> /etc/security/limits. conf

echo 7 #I< P KT MH"

echo never > /sys/kernel/mm/transparent hugepage/defrag

echo "echo never > /sys/kernel/mm/transparent hugepage/defrag’ >> /etc/rc. local

chmod +x /etc/rc. d/rc. local

echo 7 #i[A] [ 25"

/usr/sbin/ntpdate 192. 168. 23. 108

echo 3 */1 * % * /usr/sbin/ntpdate time3.aliyun.com | logger —t NTP’ >> /var/spool/cron/root
echo " 13 %/1 % % % /usr/sbin/ntpdate 192.168.23.108 | logger —t NTP’ >> /var/spool/cron/root

cp /usr/share/zoneinfo/Asia/Shanghai

/usr/sbin/ntpdate us. pool. ntp. org

/etc/localtime

echo 730 22 * * % /usr/sbin/ntpdate us.pool.ntp.org” >> /var/spool/cron/root

systemctl restart crond

echo 7 #Z R A G "

for user in adm lp sync shutdown halt uucp operator games gopher ftp;do passwd -1 $user;done

echo ” #AIEFHE SO H &

for i in {1..10} ;do mkdir /dfs/data$i —p;done
for i in {a.. j};do /usr/sbin/mkfs.xfs /dev/sd$i;done
defaults 0 0

echo —e ”/dev/sdb /dfs/datal
/dev/sdc /dfs/data2
/dev/sdd /dfs/data3
/dev/sde /dfs/data4
/dev/sdf /dfs/datab
/dev/sdg /dfs/data6
/dev/sdh /dfs/data7
/dev/sdi /dfs/data8
/dev/sdj /dfs/data9

mount —a

< P B K
A AR

firewall-cmd --state

R P BT K dak

systemctl stop firewalld.service

#R B KIS IR R 2l

xfs
xfs
xfs
xfs
xfs
xfs
xfs

xf's

xfs
defaults
defaults
defaults
defaults
defaults
defaults
defaults
defaults

0
0
0
0
0
0
0
0

7 >> Jetc/fstab



systemctl disable firewalld.service

#2MISELINUX
setenforce 0 (IEFEARD

BE/etc/selinux/config FHJ SELINUX=disabled (EJHFLEZD -

fic ENTPR &%

FIERGH W FIntpk%: systemctl stop chronyd
KAFHLE B 3ntpfkss: systemctl disable chronyd
BERAH Tntpk$IRE: systemctl status chronyd

A S MM yum -y install ntp
BLEFFHLES): systemctl enable ntpd

WD ERT: systemctl list-unit-files |grep ntpd

FHAEE (cdh85-29)

vi /etc/ntp.conf

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
#server O.rhel.pool.ntp.org iburst
#server l.rhel.pool.ntp.org iburst
#server 2.rhel.pool.ntp.org iburst
#server 3.rhel.pool.ntp.org iburst
#server 101.231.72.162 prefer
#server time3.aliyun.com iburst
server 192.168.23.108 iburst

server ntpl.aliyun. com iburst

Jaslintpi%s: systemctl start ntpd

Ao EntpZ P im (LAbETA 5D

vi /etc/ntp.conf

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html) .
#server 0.rhel.pool.ntp.org iburst

#server l.rhel.pool.ntp.org iburst

#server 2.rhel.pool.ntp.org iburst

#server 3.rhel.pool.ntp.org iburst

server cdh85-29 prefer

server 192.168.23.108

ok fRAFIBH, RN, W HntpdateFBIFEINN —FHH: ntpdate -u nl (FWEntplrs#)
JahkS: systemctl start ntpd



BEREIRAS: ntpstat

JDK %%
HE ARG H IS dk:
BHAE: rpm -galgrep -i jdk

H#E: rpm -e java-1.6.0-openjdk-1.6.0.0-1.66.1.13.0.e16.x86 64 —nodeps
LR ARIML BTG AR&E, RANL.8

rpm —ivh /opt/cm6/oracle—j2sdkl. 8-1. 8. 0+updatel4l-1. x86 64. rpm

vi /etc/profile

JAVA _HOME=/usr/java/jdkl. 8.0 141-cloudera

CLASSPATH=$JAVA HOME/1ib/tools. jar

PATH=$ JAVA HOME/bin:$PATH

export JAVA HOME CLASSPATH PATH

source /etc/profile

MYSQLZZ %%

https://www. cloudera. com/documentation/enterprise/latest/topics/cm ig mysqgl. html

wget http://repo. mysql. com/mysql—community-release-el7-5. noarch. rpm
sudo rpm —ivh mysql-community-release—el7-5. noarch. rpm

sudo yum update

sudo yum install mysgl-server

sudo systemctl start mysqld

https://blog. csdn. net/u014539401/article/details/78138292

cd /opt/mysql/
tar —xvf ./mysql-5.7.19-1.el7.x86 64. rpm-bundle. tar

rpm —ivh mysql—-community—common—5. 7. 19-1. el7. x86 64. rpm ——force ——nodeps


https://www.cloudera.com/documentation/enterprise/latest/topics/cm_ig_mysql.html

rpm —ivh mysql—-community—-libs—5.7.19-1.el7.x86 64.rpm ——force ——nodeps

rpm —ivh mysql-community—client-5.7.19-1.el7.x86 64.rpm ——force ——nodeps

rpm —ivh mysql—community—server—5.7.19-1.¢el7.x86 64.rpm ——force ——nodeps

rpm —ivh mysql-community-libs—compat—5.7.19-1.el7.x86 64.rpm ——force ——nodeps

3 MYSQLEC &

yum install -y libaio

mysqld —— defaults—file=/etc/my. cnf ——initialize ——user=mysql
F

cat /var/log/mysqld. log # fitJa — AT A7 BEHLAE B 2 Y
systemct]l start mysqld. service # W Emysqlikss B Ja

mysql —uroot -p

R PNHEE AT

ALTER USER ’root’ @ localhost’ IDENTIFIED BY ’root’ ; # EI{#H5

4 i PR (5 R 2 e I 55 A5 A )
CREATE DATABASE cmserver DEFAULT CHARACTER SET utfS;

# W mysqlff mysql H 3% B4 # Amysql A

GRANT ALL on cmserver.* TO ’cmserveruser @ % IDENTIFIED BY ’password ;

CREATE DATABASE metastore DEFAULT CHARACTER SET utf§;

GRANT ALL on metastore.* TO ’hiveuser’ @ % IDENTIFIED BY ’password’ ;

CREATE DATABASE amon DEFAULT CHARACTER SET utf8;
GRANT ALL on amon.* TO ’amonuser’ @ % IDENTIFIED BY ’password’ ;

CREATE DATABASE rman DEFAULT CHARACTER SET utf8;
GRANT ALL on rman.* TO ’rmanuser’ @ % IDENTIFIED BY ’password’ ;

CREATE DATABASE oozie DEFAULT CHARACTER SET utf$;

GRANT ALL on oozie.* TO ’oozieuser @ % IDENTIFIED BY ’password’ ;

CREATE DATABASE hue DEFAULT CHARACTER SET utfS;
GRANT ALL on hue.* TO *hueuser’ @ % IDENTIFIED BY ’password’ ;

ZHMysql & P i
g =215 0 LA B A S A

HHFRFE W Mnysql: yum remove -y mysgl-community-common

ZHEmysql % . yum install -y mariadb

Cent0S “%Z#EMariaDB



https://blog. csdn. net/wh211212/article/details/53129488

. BRuE

T ENT M. CDHRR A ICM, T#EMHE: http://archive.cloudera.com/cm5/redhat/
2.1 FfErpm3fFEIEF A (cdh-85-29)

2.2 #%¥cCloudera Manager Server
fEcdn85-29 Figf7:
yum —y localinstall cloudera—manager—daemons—6.0.0-530873. el7. x86 64. rpm
yum -y localinstall cloudera—manager—server—6.0.0-530873. el7. x86_64. rpm

yum -y localinstall yum —y localinstall cloudera—manager—agent—6.0.0-530873. el7. x86_64. rpm

2.3 %¥Cloudera Manager Agent

FRcdh85-29 LAAI ) oA 5 £
yum -y localinstall cloudera-manager-daemons-5.12.1-1.cm5121.p0.6.e17.x86 64.rpm
yum -y localinstall cloudera-manager-agent-5.12.1-1.cm5121.p0.6.e17.x86_ 64.rpm

Qdﬁi/etc/cloudera—scm—agent/config.iniﬂ%dﬁserverihost: (Name of the host where Cloudera

Manager Server is running.)

# PATHIIR LA

/opt/cloudera/cm/schema/scm prepare database. sh mysql -h 192.168.85.29 -uroot -p baofoo@64 --scm-

host 192.168.85.29 cmserver root baofoo@64

JEBhiE
JR AR, £ 5 (cdh85-29) :
systemctl start cloudera-scm-server

systemctl start cloudera-scm-agent

JABNBERE, & T A (BRedh85-29 LLAMK B A 15 15 -

systemctl start cloudera-scm-agent



fid B Cloudera Managerf@yumlE (E¥HH)

mkdir -p /var/www/html/cloudera-repos
TR E M entl R E X T
Bl & repodata

[root@cdh85-29 cm6]# createrepo

B%EE. repo

systemctl enable|disable httpd.service #HLEsI5H

systemctl {start|stop|restart|status} httpd.service #ﬁﬁﬁH%TFW§§

«  Step 1: Configure a Repository

vi /etc/yum. repos. d/cloudera-manager. repo
[cloudera—manager]

name = Cloudera Manager, Version

baseurl = http://172.20. 85. 29/cloudera-repos/cm6/
gpgcheck = 0

«  Step 2: Install JDK
»  Step 3: Install Cloudera Manager Server

sudo yum install cloudera—manager—daemons cloudera—manager—agent cloudera—manager—server

Bic B 4 B 509
fEcdh85-29 FfEmysqliRsh @3] /usr/share/java/ B3, FFMHERE

f1% /usr/share/ java H 3%, ¥ mysql-jdbctl it 2
mkdir —p /usr/share/java
cd /usr/share/java && 1ln -s /usr/share/java/mysql-connector—java-h.1.44. jar mysgl-connector-

java.jar

8 € CMAM T B A -

/opt/cloudera/cm/schema/scm prepare database. sh mysql scm scm baofoo@64


https://www.cloudera.com/documentation/enterprise/latest/topics/configure_cm_repo.html
https://www.cloudera.com/documentation/enterprise/latest/topics/cdh_ig_jdk_installation.html
https://www.cloudera.com/documentation/enterprise/latest/topics/install_cm_server.html

«  Step 4: Install Databases

Installing the MySQL Server

[ Mote:

# |f you already have a MySQL database set up, you can skip to the section Configuring and Starting the
MySOL Server to verify that your MySOL configurations meet the requirements for Cloudera Manager.

For MySOL 56 and 5.7, you must install the MySQL-shared-compat or MySQL-shared package. This is
required for the Cloudera Manager Agent package installation,

L

It is important that the dacadir directory, which, by default, is /var/11b/myaql, is on a partition that
has sufficient free space.

Cloudera Manager installation fails if GTID-based replication is enabled in MySOL.

ER JFRGTIDR 4RI

wget http://repo.mysal. com/mysgl-community-release—el7=5. noarch. rpm

sudo rpm —ivh mysql-community-release—el7-5. noarch. rpm
sudo yum update
sudo yum install mysql-server

sudo systemctl start mysqld

« Step 5: Set up the Cloudera Manager Database
sudo mkdir -p /usr/share/java/

chmod 755 /usr/share/java/ # BEbi! BRI A Fmysql

cd mysql—connector-java-5. 1. 46

sudo cp mysql—-connector—java-5. 1.46-bin. jar /usr/share/java/mysql—-connector—java. jar

»  Step 6: Install CDH and Other Software

3.3 BREHAM®
S fremyCEER EVIGR L TE R, AR ZE L8, BE/EMYEASUT A : 192, 168. 85. 59:7180, BRNIKSadmin, BRIANEERD

admin

HivefE#t
172. 20. 85. [10-44]


https://www.cloudera.com/documentation/enterprise/latest/topics/cm_ig_installing_configuring_dbs.html
http://repo.mysql.com/mysql-community-release-el7-5.noarch.rpm
https://www.cloudera.com/documentation/enterprise/latest/topics/prepare_cm_database.html
https://www.cloudera.com/documentation/enterprise/latest/topics/install_software_cm_wizard.html

HbasefE#
172. 20. 85. [45-59]
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3.1 bAE3f

fEcdh81-59 I, FCHDSHH KM Parce LA E| £ S /opt/cloudera/parcel-repo/
HARSCAF IR

CDH-6. 0. 0—1. cdh6. 0. 0. p0. 537114-el7. parcel

CDH-6. 0. 0—1. cdh6. 0. 0. p0. 537114-el17. parcel. sha256
manifest.json

N #EbE: hetps://archive. cloudera. con/cdh6/6. 0. 0/parcels/
a4 CDH-6. 0. 0—1. cdh6. 0. 0. p0. 537114-el7. parcel. sha256
, Hay4 ~NCDH-6. 0. 0—-1. cdh6. 0. 0. p0. 537114-el7. parcel. sha
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RHEL 7 Compatible
1 Install the python-pip package:

sudo yum install python—pip

2 Install psycopg2 2.7.5 using pip:

sudo pip install psycopg2==2.7.5 ——ignore-installed
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R IES, mdize i

PATIX B2k & Impalaft) AKE 2 5s, Siidks:
3.4 MEREZAE

fiJ#hive. oozie. sentry. monitor. huefEHIZAL: baofoo hive. baofoo oozie. baofoo sentry.

baofoo monitor. baofoo hue

# Dlmysql Kz Fhive jarfl (cdh85-29)
cd /opt/cloudera/parcels/CDH/lib/hive/lib && 1ln -s /usr/share/java/mysgl-connector-java-

5.1.44-bin.jar mysgl-connector-java.jar

¥ Nmysql¥Xz)Floozie jarfd (cdh85-29)
cd /opt/cloudera/parcels/CDH/lib/ocozie/libtools && 1ln -s /usr/share/java/mysqgl-

connector-java-5.1.44-bin.jar mysgl-connector-java.jar

cd /opt/cloudera/parcels/CDH/1lib/ocozie/libserver && 1ln -s /usr/share/java/mysqgl-

connector-java-5.1.44-bin.jar mysgl-connector-java.jar
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M. KerberosZZik

4.1 KerberosfR 5535 % 3%

fEcdh85-59 |9

yum install -y krb5-server krb5-1libs krb5-workstation

& /etc/krb5. conf

[logging]
default = FILE:/var/log/krb5libs.log
kdc = FILE:/var/log/krb5kdc.log

admin server = FILE:/var/log/kadmind.log



[libdefaults]
dns lookup realm = false
dns lookup kdc = false
ticket lifetime = 24h
renew lifetime = 7d
forwardable = true
default realm = master

renewable = true

[realms]
master = {
kdc = ¢dh85-59
admin_server = cdh85-59

}

[domain_ realm]
.master = master

master = master

& /var/kerberos/krb5kdc/kdc . conf
[kdcdefaults]
kdc_ports = 88

kdc tcp ports = 88

[realms]
master = {
#master key type = aes256-cts
acl file = /var/kerberos/krb5kdc/kadm5.acl
dict file = /usr/share/dict/words
max_renewable life = 30d
max_life = 30d
admin keytab = /var/kerberos/krb5kdc/kadm5.keytab
supported enctypes = aes256-cts:normal aesl28-cts:normal des3-hmac-shal:normal

arcfour-hmac:normal camellia256-cts:normal camellial28-cts:normal des-hmac-shal:normal

des-cbc-md5:normal des-cbc-crc:normal

}

& /var/kerberos/krb5kdc/kadm5 . acl

*/admin@master *

PLE=AN SR E e R, HT# Dlkros . conf BIAEREH HABYLAS LEIHAT,
scp /etc/krb5.conf cdh81-30:/etc/



4.2 Kerberos% 7 i 2 3

eI

yum install -y krb5-1libs krb5-workstation

3 7E cdh85-29 I i FH fEI A -

sh /app/shell/exe command on all nodes l.sh "scp /app/krb5-*" "yum -y localinstall
krb5* . rpm && rm -rf ~/krb5*.rpm"

4.3 XTAEs-256M%

oracleEHM F#ijce policy-8.zip, fi/k, ¥ local policy.jar. US export policy.jar#¥ Il |

$JAVA HOME/jre/lib/securityHxXTF

4.4 RIEHIEHE

£ cdh85-29 LIBfT¥IMAbEER FEdr 4. Hd —-r FREXNS realm, FJUH#H Mk $ kdb5 util create -r
master -s

HIl Loading random data HIBMEFAFFNLumPAT SHFECPURI AT AW cat /dev/sda > /dev/urandom HJ LA
IRRBENECR . %4 STE /var/kerberos/krbSkde/ HETOIE principal FHEEE.
BB FE AR, BT /var/kerberos/krbSkde/ HE FHI principal RIFEIRSCHERMHER I o
BAINBHRFE 2 72 principal. WLMER -d HEEELT.

4.5 BEHRE

#Ecdh85-59_bHAT I T i &

systemctl enable krbb5kdc.service
systemctl enable kadmin.service
systemctl start krbbSkdc

systemctl start kadmin

4.6 fl|EKerveros& i

KT kerberos WEH, FLMIA kadmin.local B kadmin, Z-FRHEAS, B0~ Ay im AR
WRAEV kde MRFE#M root MR, {HEEA kerberos admin W)/, A kadmin.local
WEREAVIN kde RFBFM root BUIR, {HZEH kerberos admin W/, ffif kadmin

£ cdh85-29 LB REE B E B 5

fEKDC serverENL L, GIE#—/"N%N [hadoopl Mprincipal, FKHEMEN [*xx] o PATAH4:
[root@cdh85-29 /1# kadmin.local

Authenticating as principal root/admin@master with password.

kadmin.local: addprinc -pw *¥* hadoop/admin@master

BT PiATkadmin. local [ listprincstiy & A LLE B T — N4~ [hadoop/admin@master] [fprincipal:
kadmin.local: listprincs

K/M@master

hadoop/admin@master

kadmin/admin@master

kadmin/cdh85-29@master

kadmin/changepw@master

kiprop/cdh85-29@master



krbtgt/master@master

principal FIZFHIZE — ¥/ fadmin, B4 Zprincipaliifladministrative privileges
XA S 4 24 CDH A SR A At B 7/ IR %5 iiprincipal

4.7 CDH)S FlKerberos

TECMPI ST b siiti A FKerberos, A HRIRHME TR EHIA LA FE:

1.KDCOA I HIEFEBAT

2 JKDCHELE N ft ¥ renewable tickets with non-zerolifetime

- TEZHMEMikdc. conf SLAFMBHEC AN T kde_tep ports. max lifefllmax renewable 1ifelX M =AMEII
3.ffCloudera Manager Server %#%openldap-clients

PS: AT {fKerberosfE g€ 2lopenLDAPAR S A%, T B —NMEH AP M—Aprincipal, HAEMkeytabX
1, B U\i‘ii%ﬁ%openldap—clients

4.NCloudera Managerﬁﬂ@—/l\principaly ﬁﬁ\:ﬁE@ZﬁWEEEKDC*ﬁﬂ@ﬁﬂﬂﬂ'ﬂprincipalsy e el r

Kerberos®H K5,

Mg T 2 G sidicontinue, AT T THCE, ZEERZ: XHBEA [Kerberos Encryption Typesl] WAZiiR
KDCEEFR N2 8 M PLEE (Blkde. confHI{ED
XEAAH T EBiAaes256-cts

B e KDC PRI, Clouders Manager M FIRIFUET S S BRI T COH Ty i i,

KDC & Wt (7]
Karbacen 513818 i ] @
KOG Server TH % 1]
KO Adesin 5erver Host

Doman Mamed g ]

Warkaros NWIHEET Ry om o

Wirburen Priscipil B4 5 SIS ¥ - @

. i ]3]a]«]sTe]]a]s] W

ISR Kerberos Bt COH-PRO-NEW
KRES KM

AT SR kb conf SERTUEHT, STLAMT SRR ST AT KO0 ST | R . TR SRE.

TR, ARAE T XA T LOE T cMIf B B R kb5 . conf, {HRSBRERAE R R ILA AL B A TR E T
MEHZ A I RS

EH Kerberos EBF CDH-PRO-NEW

KDC Account Manager |

SR AR ARSI, Clowders Manager FLAUTE R Sl fiR E M R L R LR NP,

7 I T



miicontinue, AT, fiANCloudera Manager Principal & GIK SR, EREMANIKS 1k EE
e R E A H4FK, hadoop/admin

[SF Kerberos F§F CDH-PRO-NEW
S A\ KDC Account Manager I8 &%

= O ik 2 1287,1:30:54 FF @ 5.02s

Successfully imported KDC Account Manager credentials.

miicontinue, #EATF—T, S AKDC Account Manager Credentials

KEfDenas & i
RS T-§- EPH TN Karberce Principal, 3)LER AL, WA Princpal | STRERMEAG AR, WPRERS TR L Principal B0, RURETH TS,
Kartarss £k Fharme | RGN ) 7]

HBasa [ BT )
HOFS | M |
Hive [ B3O )
—

— Y

[1]z]ala}s]e]als]

i

miicontinue, #EANTF—T, restart cluster’dfHenable Kerberos

SFE RETDETDS T LLH-HIU-NEVY
[ 1)

Frte s HOFS ISR Databindas USSR,

Dutsheds FOEEEDT 1
Datablode ¥ Xetver Mo AR, & DaiaMode Kt ILER ST MG,

Ditaiads HTTP Wak U1

B0 acde WTTE Web U1 2D, 6 DataMode T2k SLES MG HTTE Miig.,

LI NPT ELE
@ B, ERELeET e,

— 0BE80B0E00 m

ZEeMe HAEFERRS, R EaaitRKerberosth i H

EA S eMer B B fEKe rberos IR FE A1 @2 &N U &K X R ffprinciple

ATLMEH kadmin.local -q "list principals"#&7%&, , H:Nusername/hostname@XIAOHET.INFO, il
hdfs/hadoop-10-0-8-124@XIAOHET . INFO

fEcM b A FKerberosid#Ed, cue AL T 1
1LARREP A Z AR, BANK P # A O A principal
2. NN N principal Bl keytab

3. %B%keytabi#?”?ﬁ‘iﬂ"]iﬁﬁ i


http://blog.csdn.net/qq1010885678/article/details/XIAOHEI.INFO
http://blog.csdn.net/qq1010885678/article/details/XIAOHEI.INFO

4 AERE RS L E S A iKerberos AL E

Hpffizookeeper RE TR B jaas . confflkeytab X< B3 i, WP A FIMES T
zookeeper MRS, EMIRIXPIANSCAE R BRI ) 25 IE B 14

keytab& B &principalsMil&Fprincipal keyHICHE

keytab XA FRANhost &M, FNkeyH L hostname

keytab XA TATREN T BARAFASCARER, L Fkerberos FIGUE— M FHL EHprincipal

Jet 22 5 Vs ) B4 1) P A7 B T o A FH AR R PR IR ok i ), R 6kl Kerberosfflauthenticatin

4.8 fIEHDFSHEBYH /M

FAE fyarnfE NhadoopREHIE A /7, AEEHEITA T i LB supergroupHIF A yarn 7.

sei B A eMA ifiprincipal Vi IHDFS RN, UAIREE B A ifiprincipa l KB RN, F P FFANENIE,
A A7 )77 5007 M HDFS F7 Z e kini R EFRIF P ticket

AT L@ Bl —Nyarn@masterfprincipal Fo E %S My 247 i M HDES

# THEMAMIEEI kadmin.local -g "addprinc yarn"

Se A

kinit yarn@master

BT s AR YT [ HDES

# BFprincipals

$ kadmin: list principals

# WI— A principal

kadmin: addprinc userl

WARNING: no policy specified for userl@JAVACHEN.COM; defaulting to no policy Enter
password for principal "userl@JAVACHEN.COM": Re-enter password for principal

"userl1@JAVACHEN.COM": Principal "userl@JAVACHEN.COM" created.

# MIF% principal

kadmin: delprinc userl

Are you sure you want to delete the principal "userl@JAVACHEN.COM"? (yes/no): yes
Principal "userl@JAVACHEN.COM" deleted. Make sure that you have removed this principal

from all ACLs before reusing.

kadmin: exit

4.9 HHINHDFST LAIEHf H

BRBNFE-AN RS, HkinitRIKByarnfi P fcredentials
HIEA " hadoop fs -1s /' MiZREIEH i 45
Hkdestroyficredentials/i, FfliHlhadoop dfs -1s /& KIIREE

RECT yarnWHIET G, $#8—ANPIRER, WURAEIEH AL IhiE T, MitHKerberized Hadoop clusterfEIEH

TAE
hadoop jar /opt/cloudera/parcels/CDH/jars/hadoop-examples.jar pi 10 1000


mailto:hdfs@master

beelinei##¥hive. impala
hive: beeline -u 'jdbc:hive2://cdh85-29:10000/;principal=hive/cdh85-29@master’

impala: beeline -u 'jdbc:hive2://cdh81-51:21050/;principal=impala/cdh81-51@master’

F. LDAPZ%E
2 b
https://blog. csdn. net/fanren224/article/details/79707206

WA 2%

Connection properties x

Corn=ction name:  local-odhé-ddag
General  optiors Atbutes

Connection:

e |dc =haidu, de=com | Fatch Die
®) Smple authentication [sst [Cns
() cas-aet 5451

Account

Usemame: n=admin, co=baidu, do=cam

Pacgword:  wessssses

[C] ananymeus canrection

Test connection II' Cancel

yum 1install openldap openldap-servers openldap-clients compat-openldap

cp /usr/share/openldap-servers/DB CONFIG.example /var/lib/ldap/DB CONFIG

chown ldap. /var/lib/ldap/DB CONFIG

systemctl enable slapd

systemctl start slapd

netstat -tunlp |grep slapd

Slappasswd



New password:

Re-enter new password:

{SSHA} Ltmskub54M7W30yGI5291+G00DtvUGKe

vim chrootpw.ldif
dn: olcDatabase={0}config, cn=config
changetype: modify

add: olcRootPW
olcRootPW: {SSHA}Ltmskub54M7W30yGI5Z91+GO0DtvUGKe

ldapadd -Y EXTERNAL -H ldapi:/// -f chrootpw.ldif

FAIFEE M LDAP 5 N — LA Schema., iXEY Schema AHA7T /etc/openldap/schema/ HxH,

schema¥% il 75 2% H 146 R LLXF 580 ig 14

ldapadd -Y EXTERNAL -H ldapi:/// —f /etc/openldap/schema/cosine. 1dif

ldapadd -Y EXTERNAL -H ldapi:/// —T /etc/openldap/schema/nis. 1dif

ldapadd -Y EXTERNAL -H ldapi:/// —f /etc/openldap/schema/inetorgperson. 1dif

FCE LDAP AR (UL dc=baofoo, dc=com NH|) 4= HHI .

vim chdomain. 1dif

dn: olcDatabase={l}monitor, cn=config

changetype: modify

replace: olcAccess

olcAccess: {0}to * by dn. base="gidNumber=0+uidNumber=0, cn=peercred, cn=external, cn=auth”

read by dn. base="cn=admin, dc=baofoo, dc=com” read by * none

dn: olcDatabase={2}hdb, cn=config
changetype: modify

replace: olcSuffix



olcSuffix: dc=baofoo, dc=com

dn: olcDatabase={2}hdb, cn=config
changetype: modify
replace: olcRootDN

olcRootDN: cn=admin, dec=baofoo, dc=com

dn: olcDatabase={2}hdb, cn=config

changetype: modify

add: olcRootPW

olcRootPW: {SSHA}Ltmskub54M7W30yGI5291+G00DtvUGKe

dn: olcDatabase={2}hdb, cn=config
changetype: modify
add: olcAccess
olcAccess: {0}to attrs=userPassword, shadowLastChange by
dn="cn=admin, de=baofoo, dc=com” write by anonymous auth by self write by * none

e

olcAccess: {1}to dn.base="" by * read

olcAccess: {2}to * by dn="cn=admin, dc=badiu, dc=com” write by * read

ldapmodify -Y EXTERNAL -H ldapi:/// -f chdomain. 1dif

£ EIREA B, BATRAIZE— MMM baofoo company HIHZLR, HAEH FEIE—A adnin MHARAR
(ZACGHRK AP B EHEEEA LDAP HIAFR) 1 People Fl Group P/ NHRHIT:

dn: dc=baofoo, dc=com
objectClass: top
objectClass: dcObject
objectClass: organization
o: baofoo Company

dc: baofoo

dn: cn=admin, dc=baofoo, dc=com



objectClass: organizationalRole

cn: admin

dn: ou=People, dc=baofoo, dc=com
objectClass: organizationallUnit

ou: People

dn: ou=Group, dc=baofoo, dc=com
objectClass: organizationalRole

cn: Group

ldapadd -x -D cn=admin, dc=baofoo, dc=com -W —f basedomain. 1dif

vim ldapuser. 1dif

dn: uid=tom, ou=People, dc=baofoo, dc=com
objectClass: inetOrgPerson
objectClass: posixAccount

objectClass: shadowAccount

uid: tom
cn: tom
sn: tom

userPassword: {SSHA}KzC51n00VkpXxajXetcyYYqbVcHhfAuM
uidNumber: 1100
gidNumber: 1100

homeDirectory: /home/tom

dn: ¢n=SRE, ou=Group, dc=baofoo, dc=com
objectClass: posixGroup

cn: SRE

gidNumber: 1100

memberUid: SRE

ldapadd -X -D cn=admin, dc=baofoo,dc=com -W -f ldapuser. ldif



B

https://blog. csdn. net/developerinit/article/details/76141065

Gk

pdiss
yum install -y nss-pam-ldapd openldap-clients

fic B openLDAP-client

cp /etc/nsswitch. conf /etc/nsswitch. conf. old

sed -1 '/“passwd:.*$/s//& 1ldap/g' /etc/nsswitch.conf
sed -1 '/"shadow:.*$/s//& 1ldap/g' /etc/nsswitch.conf

cp /etc/openldap/ldap.conf /etc/openldap/ldap.conf.old
cat >> /etc/openldap/ldap.conf <<EOF

BASE dc=baofoo,dc=com

URI ldap://172.20.15.13
ssl off
EOF

J& FILDAP £ 4 S8E AL 1
cp /etc/sysconfig/authconfig /etc/sysconfig/authconfig.old

cat > /etc/sysconfig/authconfig <<EOF
TPADOMAINJOINED=no

USEMKHOMEDIR=no

USEPAMACCESS=no


https://blog.csdn.net/developerinit/article/details/76141065

CACHECREDENTIALS=yes
USESSSDAUTH=no
USESHADOW=yes
USEWINBIND=no
USEDB=no
USEFPRINTD=yes
FORCESMARTCARD=no
PASSWDALGORITHM=sha512
USELDAPAUTH=yes
USEPASSWDQC=no
TPAV2NONTP=no
USELOCAUTHORIZE=yes
USECRACKLIB=yes
USEIPAV2=no
USEWINBINDAUTH=no
USESMARTCARD=no
USELDAP=yes
USENIS=no
USEKERBEROS=no
USESYSNETAUTH=no
USESSSD=no
USEHEST0D=no
USEMD5=yes
FORCELEGACY=no

EOF

nslcd fRSS
cat >> /etc/nslcd.conf <<EOF

uri ldap://172.20.85.29
base dc=baofoo,dc=com

EOF

iR RGNESCH, ARUEHE FILDAPSRIAIE
cp /etc/pam. d/system—auth /etc/pam. d/system—auth. old

cat > /etc/pam. d/system—auth <<EOF
#%PAM-1. 0

# This file is auto—generated.



# User changes will be destroyed the next time authconfig is run.
auth required pam_env. so

auth sufficient pam fprintd. so

auth sufficient pam unix.so nullok try first pass

auth requisite pam succeed if.so uid >= 500 quiet

auth sufficient pam ldap.so use first pass

auth required pam_deny. so

account required pam unix. so

account sufficient pam_localuser. so

account sufficient pam succeed if.so uid < 500 quiet

account [default=bad success=ok user unknown=ignore] pam ldap. so
account required pam permit. so

password requisite pam_cracklib. so try first pass retry=3 type=
password sufficient pam_unix. so shabl2 shadow nullok try first pass use_ authtok
password sufficient pam ldap. so use authtok

password required pam deny. so

session optional pam keyinit.so revoke

session required pam limits. so

session [success=1 default=ignore] pam succeed if.so service in crond quiet use uid
session required pam_unix. so

session optional pam ldap. so

session required pam mkhomedir.so skel=/etc/skel/ umask=0022

EOF

TEcdh85-29 |2k

Al —d 1 sz 1% lexrb B r r
\S=Saramns - KED ¥ ¥

ZHe1dapfR %

#!/bin/bashecho “install ldap rpm”

yum install -y openldap-servers openldap-clients

cp /usr/share/openldap-servers/DB _CONFIG.example /var/lib/ldap/DB_CONFIG
chown ldap. /var/lib/ldap/DB_CONFIG

systemctl start slapd

systemctl enable slapd



AR CHEEH: slapdMBLE CHEMEYEE A, Fopenldap-serversH i fexample & il ZIAH N H -
PS: centos7 slapd.conf.obsolete HAfFLE, ATl AFMcentose WU 7 —Aidk

cp /usr/share/openldap-servers/slapd.conf.obsolete /etc/openldap/slapd.conf

cp /usr/share/openldap-servers/DB CONFIG.example /var/lib/ldap/DB_CONFIG

5.2 MRumAcE

{5 F s1appasswd @) ELDAPE B 7 %65, X2 A BIRG S S NI E, 1817slappasswd/S M AN X H Y, 2xiR[E—8B%30, EHl A
L,

[root@cdh85-29 ~]1# slappasswd

New password:

Re—enter new password:

{SSHA} PL+FAWxVd7uLGcgBCbwag/ET3yqaQx7E

Ymt/etc/openldap/slapd.conf, E|”database bdb", %M H CHITERE K FH:
suffix "dc=baofoo,dc=com" rootdn "cn=admin,dc=baofoo,dc=com" //%?i%ﬁiﬂﬂrootpw

{SSHA} PL+FAWxVd7uLGegBCbwaq/ET3yqaQx7E / /S HI K& A2, g

. .
ot B A - Bl kerberos HH-opentdapHi-schemar—

S o Jiiow /o a x5 rizaraldarn.]l 106 1 /learihay ham + sanldan ham
> g TSt ot =3 * * =t p—TsTo-<7/ E=ESASE S DESASE2aS211s o = PehTrtap/—SChcH =3

B H FALR -
chown -R ldap:ldap /etc/openldap
chown -R ldap:ldap /var/lib/ldap

5.3 WK FA4 B e B S
rm -rf /etc/openldap/slapd.d/* //MIBRESCH:
systemctl start slapd //4bdb3CHF

slaptest -f /etc/openldap/slapd.conf -F /etc/openldap/slapd.d //4HcE 4
chown -R ldap:ldap /etc/openldap/slapd.d

5.4 LB SERERE RS

systemctl restart slapd

systemctl enable slapd //WEHHLED

systemctl list-unit-files slapd.service //BHFHLAIRE
Zid P E )G, openldap serveriiECELT T o

BEIRE, I0TENRSS b 1«

[root@cdh85-29 openldap]# ps aux | grep slapd | grep -v grep

ldap 58094 0.0 0.0 533648 9748 2 Ssl 10:11 0:00 /usr/sbin/slapd -u
ldap -h ldapi:/// ldap:///

[root@cdh85-29 openldap]# ss —-tunlp | grep :389



tcp LISTEN 0 128 *:389 Kok users:
(("slapd",pid=58094, £d=8))
tcp LISTEN 0 128 :::389 HE users:
(("slapd",pid=58094, £d=9))

A B LDAPEUE i 4544 -
[root@cdh85-29 openldap]# ldapsearch -x -H ldap://127.0.0.1 -b 'dc=baofoo,dc=com’

extended LDIF
LDAPV3

filter: (objectclass=*)

#
#
#
# base <dc=baofoo,dc=com> with scope subtree
#
# requesting: ALL

#

# search result
search: 2

result: 32 No such object
# numResponses: 1

5.5 KerberosflLdapfE

N7 fKerberosAEB 4 FlopenL.DAPIR S 5%, TWEME —ANEHE A M—Aprincipal, FHAHkeytab3 i
BE ORI Y LDAP RS Iz T 7 A i (—fN1dap) -

kadmin.local -g "addprinc -randkey ldap/cdh85-29Q@master"

kadmin.local -g "ktadd -k /etc/openldap/ldap.keytab ldap/cdh85-29@master"
chown ldap:ldap /etc/openldap/ldap.keytab && chmod 640 /etc/openldap/ldap.keytab

IR LDAPE BN EH F— Al keytabXXff, TE/etc/sysconfig/ldapiIKRB5 KTNAMEPRLH :
PS: centos7 /etc/sysconfig/ldap HAAFE, FrbhiiMcentose BT —idk
export KRB5 KTNAME=/etc/openldap/ldap.keytab

HJH systemctl restart slapd

5.6 MEHETBARGH,
WiC B 1P I LDAPEUE FE 2 ), HEM ARG LA A ZILDAPEURE . ¥ Amigrationtoolsid R H P N

LDAPRE IR AN I 1d1 £3C4F.

ZHmigrationtools:

yum install -y migrationtools

Bl Emigrationtools:

%ﬁﬁ/usr/share/migrationtools/migrateicommon.ph , FETE N AT



$DEFAULT MAIL DOMAIN = "baofoo.com";

$DEFAULT BASE = "dc=baofoo,dc=com";

A BB A«

/usr/share/migrationtools/migrate base.pl > /opt/base.ldif
A f1dd £301

/usr/share/migrationtools/migrate passwd.pl /etc/passwd >/opt/passwd.ldif

/usr/share/migrationtools/migrate group.pl /etc/group >/opt/group.ldif

KA 1di £ R A BILDAPEE

ldapadd -x -D "cn=admin,dc=baofoo,dc=com" -W -f /opt/base.ldif
ldapadd -x -D "cn=admin,dc=baofoo,dc=com" -W -f /opt/passwd.ldif
ldapadd -x -D "cn=admin,dc=baofoo,dc=com" -W -f /opt/group.ldif

5.7 LDAPZ ' i Fic &

FEFH AT 5 EiB4T

yum install openldap-clients -y

B 7E cdh85-29 L i FH A :

sh /app/shell/exe command on all nodes 1l.sh "scp /app/ openldap-clients-2.4.44-
5.e17.x86 64.rpm" "yum -y localinstall openldap-clients-2.4.44-5.e17.x86 64.rpm && rm -

rf ~/ openldap-clients-2.4.44-5.e17.x86_64.rpm"

B /etc/openldap/ldap.conf PLRPHAHECE
BASE dc=baofoo,dc=com

URI ldap://cdh85-29

IRJE, IBAT R B
#5EMS ticket $ kdestroy
[root@cdh85-29 shelll# ldapsearch -b 'dc=baofoo,dc=com'
SASL/GSS-SPNEGO authentication started
ldap _sasl interactive bind s: Local error (-2)
additional info: SASL(-1): generic failure: GSSAPI Error: Unspecified GSS
failure. Minor code may provide more information (SPNEGO cannot find mechanisms to

negotiate)

HFTIRI ticket:

[root@cdh85-29 shelll# kinit yarn
Password for yarn@master:
[root@cdh85-29 shell]# klist
Ticket cache: FILE:/tmp/krb5cc 0

Default principal: yarn@master

Valid starting Expires Service principal
12/08/2017 13:33:58 12/09/2017 13:33:58 krbtgt/master@master
renew until 12/15/2017 13:33:58



$ ldapsearch -x -b 'dc=baofoo,dc=com'’
%A TR

# numEntries: 128

ldap'%"n':h':

ldapsearch —x -b ’dc=baofoo, dc=com’ > ldapbackup. 1dif

ldap& A\

ldapadd —x -D cn=admin, dc=baofoo, dc=com —W —f ldapbackup. 1dif

5.8 Pt EHIVE R LDAP
fEhive-site. xml I AL FACE :

<property>
<name>hive.server2.authentication</name>
<value>LDAP</value>

</property>

<property>

<name>hive.server2.authentication.ldap.url</name>

<value>ldap://cdh85-29</value>
</property>

<property>

<name>hive.server2.authentication.ldap.baseDN</name>

<value>ou=people,dc=baofoo,dc=com</value>

</property>

EEHiveMYarnfii4s, #E Abeelineilli:
LDAPIAGE:
[root@cdh85-29 ~1# beeline

Java HotSpot (TM) 64-Bit Server VM warning:

removed in 8.0

Java HotSpot (TM) 64-Bit Server VM warning:

likely be removed in a future release

Java HotSpot (TM) 64-Bit Server VM warning:

removed in 8.0

ignoring option MaxPermSize=512M;

support was

Using incremental CMS is deprecated and will

ignoring option MaxPermSize=512M;

Beeline version 1.1.0-cdh5.12.1 by Apache Hive

beeline> !connect jdbc:hive2://cdh85-29:10000/default

scan complete in 1lms

support was



Connecting to jdbc:hive2://cdh85-29:10000/default

Enter username for jdbc:hive2://cdh85-29:10000/default: yarn

Enter password for jdbc:hive2://cdh85-29:10000/default: *****xkxk*x
Connected to: Apache Hive (version 1.1.0-cdh5.12.1)

Driver: Hive JDBC (version 1.1.0-cdh5.12.1)

Transaction isolation: TRANSACTION REPEATABLE READ

0: jdbc:hive2://cdh85-29:10000/default>

KerberosiAiE:

[root@cdh85-29 ~1# kinit yarn
Password for yarn@master:
[root@cdh85-29 ~1# klist

Ticket cache: FILE:/tmp/krb5cc 0

Default principal: yarn@master

Valid starting Expires Service principal
12/08/2017 15:18:53 12/09/2017 15:18:53 krbtgt/master@master
renew until 12/15/2017 15:18:53
[root@cdh85-29 ~]# beeline -u 'jdbc:hive2://cdh85-29:10000/;principal=hive/cdh85-29@master"
Java HotSpot (TM) 64-Bit Server VM warning: ignoring option MaxPermSize=512M; support was
removed in 8.0
Java HotSpot (TM) 64-Bit Server VM warning: Using incremental CMS is deprecated and will
likely be removed in a future release
Java HotSpot (TM) 64-Bit Server VM warning: ignoring option MaxPermSize=512M; support was
removed in 8.0
scan complete in 2ms
Connecting to jdbc:hive2://cdh85-29:10000/;principal=hive/cdh85-29@master
Connected to: Apache Hive (version 1.1.0-cdh5.12.1)
Driver: Hive JDBC (version 1.1.0-cdh5.12.1)
Transaction isolation: TRANSACTION REPEATABLE READ
Beeline version 1.1.0-cdh5.12.1 by Apache Hive

0: jdbc:hive2://cdh85-29:10000/>

5.9 Fit B IMPALA%E L LDAP

Impala™ A LRI HKerbe ros+LDAPHINIE T, AT BAE 4 )8 FKerberos M5 ¥t T /8 FHLDAP AT LA IE & T/
TEImpalafit B 7T :

- JBH LDAP HMHRHIEEIRE Ntrue

- JBA LDAP TLS T E Ntrue

« LDAP URL ##E ANldap://cdh85-29

« LDAP BaseDN #{# Nou=people,dc=baofoo,dc=com

# /5 Impalafli g%
7Echd81-51_F#U4T, fiHlimpala-shel 1 3ALDAPIK 5 :
[root@cdh81-51 ~]# impala-shell -1 -u yarn ——auth creds ok in clear

Starting Impala Shell using LDAP-based authentication
LDAP password for yarn:
Connected to cdh81-51:21000



Server version: impalad version 2.9.0-cdh5. 12.1 RELEASE (build 5131a031f4aa38cle50c430373c55cab3e0517b9)

Welcome to the Impala shell.
(Impala Shell v2.9.0-cdh5.12.1 (5131a03) built on Thu Aug 24 09:27:32 PDT 2017)

To see more tips, run the TIP command.

\nLDAP authentication is enabled, but the connection to Impala is not secured by TLS.
ALL PASSWORDS WILL BE SENT IN THE CLEAR TO IMPALA.
[cdh81-51:21000] >

{8 Fbeeline Pl LDAPIK 5 :
beeline —u ”jdbc:hive2://cdh81-51:21050/default;” —n yarn -p Zhg

5.10 Fc B HUELE FLDAP

EHue "¢ BLDAP ] LA ik Hue FL42E{3 FHLDAP 7 8 24 ) JIK 5 1) AN 20 72 Hue o 55397 8 2
FEHue R AC & T H 18 25
c  B58iF 5 /backend ydesktop. auth. backend. LdapBackend
o ESEAIE LDAP ) /create users on login % E ATrue
* &% ldap url=ldap://cdh85-29, ldap username pattern=uid=<username>, ou=people, dc=baofoo, dc=com
o fFHRYE S I6AFE/search bind authentication % E NFalse
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