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Before Enabling the Sentry Service

1. i&Ehive. metastore. warehouse. di rBt EIN(ERMAERRE/user/hive/warehouse)
AIRBRFIowner,
$ hdfs dfs —chmod —R 771 /user/hive/warehouse
$ hdfs dfs —chown -R hive:hive /user/hive/warehouse
MR L )EH [ kerberos, F#kinit -k -t hdfs. keytab hdfs.
1. Disable impersonation for HiveServer2
BB Ii: hive - HiveServer2 Enable Impersonation
2. Enable the Hive user to submit YARN jobs
Ensure the Allowed System Users property includes the hive user. If not, add
hive.

BB Ti: yarn - allowed. system. users

Enabling the Sentry Service for Hive
1. {&&hiveBcEISentry Service, 1EEE" Sentry”
2. BGEi%hive. server2. enable. impersonation
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Enabling the Sentry Service for Impala

& impal afit & iSentry Service, %&#%” Sentry”

Enabling the Sentry Service for Hue

& huelic B Sentry Service, #EF&” Sentry”

fcEhive with sentry

http://www. cloudera. com/documentation/enterprise/5-4-x/topics/sg hive sql.html
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$ kinit -k —t hive. keytab hive
$ beeline —u

”jdbc:hive2://v1nx107011:10000/default;principal=hive/v1nx107011@HADOOP. COM”

Bk J5 Fkerberos
fEhivefit Esentry-site. xml ] Hive MRSSmRACEAILE (/) i

{property>
<name>sentry. hive. testing. mode</name>
<value>true</value>
{/property>
Al LUf#i Fbeeline —u ”jdbc:hive2://vlnx107011:10000/” —n <admin user>iH{T & B,
Hrhadminf J' fEsentryfJsentry. service. admin. group AL & »
Important: FF MAEAMELinuxtlas ERAPMA, MAALHE DR,
Fc BEHDFS with sentry

Z#http://www. cloudera. com/documentation/enterprise/5—4—

x/topics/sg hdfs sentryv sync. html

F#Thdfs acl, ZFhttp://www. cloudera. com/documentation/enterprise/5-4—

x/topics/cdh sg hdfs ext acls.html
1. hdfs acl
2. [3FSentry[E)2
3. 18 EEHDFSHR, dfs.permissions,

4. ZE&Sentry[ELZIIRAISR, sentry. hdfs. integration. path. prefixes, BJLAZ
A
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Sentry—HDFS authorization is focused on Hive warehouse data — that is, any
data that is part of a table in Hive or Impala. The real objective of this
integration is to expand the same authorization checks to Hive warehouse
data being accessed from any other components such as Pig, MapReduce or
Spark. At this point, this feature does not replace HDFS ACLs. Tables that
are not associated with Sentry will retain their old ACLs.
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http://gethue. com/apache-sentry—-made—easy-with—the—new—hue—security—app/#howto
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