hiveAN fR 4%

hue i A sentry k], ANEIE 2 K NN A HEKerberos, KT, &-&HESN T

A LLETE beeline EHEHATIRAL, BiE HEAEhue S B AT LA
beeline —u ”jdbc:hive2://localhost:10000/” —n hive

A&
L IR R S rNESE, AR b ifgrant privilege REXS SEARREAT AR

hive. security. authorization. enabled = true

2. RN QIR IN B B T — L5 1 B A L AR

hive. security. authorization. createtable. owner. grants = ALL

hive. security. authorization. createtable. role. grants = admin role:ALL

hive. security. authorization. createtable. user. grants

userl, user2:select;user3:create

3. <!— BRI PLL FEE1%: Error while compiling statement: FAILED:
SemanticException The current builtin authorization in Hive is incomplete and
disabled. FREME FHKEME —>

hive. security. authorization. task. factory =

org. apache. hadoop. hive. ql. parse. authorization. HiveAuthorizationTaskFactorylImpl



At

EH

—— QI AN B A £

create role role name;

drop role role name;

— & fifiroles

show roles

— IR T 1 LR

grant select on database db name to role role name;
grant select on table t name to role role name;
—BFE A ORR

show grant role role name on database db name;
show grant role role name on table t name;

— T

grant role role name to user user name



—— [l A L ALRR

revoke select on database db name from role role name;
revoke select on table t name from role role name;
—ABEE M ITE MG

show role grant user user name;

BN R

HiveMIA R Dy eI — MR EGHE M7, M “HBEHR” .
Hivel & H @B EH G, AR H P # AT LLgEATGrant/Revokedfif, N7 583% “HBHEH
w7, W INhive. semantic. analyzer. hookBit &, FESEELE & RIAL PR #2128

hive. semantic. analyzer. hook = com. mycompany. AuthHook
1. fHiF FTERBEES N KEantlr-runtime-3.4.jar, hive-exec-0.12.0-cdh5.1.2 jar)
2. ¥18Rjarii & Ehiveiclasspath ™ (EFimhive shel FrfEEA1AYhive-env.sh HFEy
IMEZEE: HIVE_AUX_JARS_PATHISAIMIEETS, HECE(XXthive shell4£%)
Jarfu R AEGIE
1. hive-site.xmlIsiFIISE]


http://blog.ask3.cn/wp-content/themes/Begin/inc/go.php?url=http://ask3.oss-cn-hangzhou.aliyuncs.com/files/myblog/user_auth-1.0.jar

2. =laERhiveserver,

package com. newland;

import org. apache. hadoop. hive. ql. parse. ASTNode;

import org. apache. hadoop. hive. ql. parse. AbstractSemanticAnalyzerHook;
import org. apache. hadoop. hive. ql. parse. HiveParser:;

import org. apache. hadoop. hive. ql. parse. HiveSemanticAnalyzerHookContext;
import org. apache. hadoop. hive. ql. parse. SemanticException;

import org. apache. hadoop. hive. ql. session. SessionState;

public class AuthHook extends AbstractSemanticAnalyzerHook {

private static Stringl[] admin = { “admin”, “hive” };

@verride

public ASTNode preAnalyze (HiveSemanticAnalyzerHookContext context,



ASTNode ast) throws SemanticException {
switch (ast. getToken(). getType()) {
case HiveParser. TOK CREATEDATABASE:
case HiveParser. TOK DROPDATABASE:
case HiveParser. TOK CREATEROLE:
case HiveParser. TOK DROPROLE:
case HiveParser. TOK GRANT:
case HiveParser. TOK REVOKE:
case HiveParser. TOK GRANT ROLE:
case HiveParser. TOK REVOKE ROLE:
String userName = null;
if (SessionState.get() != null
&& SessionState. get (). getAuthenticator() != null) f{
userName =
SessionState. get (). getAuthenticator (). getUserName () ;
}
if (ladmin[0]. equalsIgnoreCase (userName)
&& 'admin[1l]. equalsIgnoreCase (userName)) {
throw new SemanticException (userName
+ ” can’ t use ADMIN options, except ” + admin[0] +
+ admin[1] + 7.7);
}
break;
default:
break;
}

return ast;

// public static void main(String[] args) throws SemanticException {
// String[] admin = { “admin”, “root” };

// String userName = “root”;

// for (String tmp : admin) {

// System. out. println (tmp) ;



// if (!tmp. equalsIgnoreCase (userName)) {

// throw new SemanticException (userName

// + 7 can’ t use ADMIN options, except ~ + admin[0] +
// + admin[1] + 7.7);

// }

// }

// }

BURR B

— & T H AR

grant [SELECT|...] on [database|table] [db name|tbl name ] to user
[username] ;

grant select(tab _col) on table [tbl name] to user [username];

— [ AR

revoke [ALL|...] on [database|table] [db name|tbl name ] from user
[username] ;

—&E M RUR

show grant user [username] on [database|table] [db name|tbl name];

HIVESZ#5 AT AR -
BURR 44 75
&3
ALL
B BLR
ALTER

TSR ITCEYE (nodify metadata data of object) —3FKA=E BEIE
UPDATE

RFBESR)FREDE (modify physical data of object) ——SEPR%EHE
CREATE

RVF#ATCreatetifE

DROP

FEVFIEATDROPER A



INDEX

RFERG (HATREA LI

LOCK

2 I & B8 A fovF P #E4TLOCKATUNLOCK #4E
SELECT

FVFH P 14T SELECT# AR

SHOW DATABASE

FOVFF B AT B

b
Faxhivesu it g, AILAUKILLA &

Db _privs:id3% I User/RolefEDB_L AR

Tbl privs:it3k [ User/RolefEtable AR

Tbl col privs: it3% J User/RolefEtable column IfJALBR
Roles: i3k | i Gl role

Role map: &3¢ J User 5RoleJXf M ok &R

HEE:
adminflthiveRMAEE 5 7, FTLIZ H DAL
grant all  to user admin; TPt B, IR EMR T .
revoke all from user admin;
HAE W E N4 set

set  hive. security. authorization. enabled



